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ABSTRACT 

The global diffusion of Chinese and Russian information control technology and techniques has 

featured prominently in the headlines of major international newspapers.1 Few stories, however, 

have provided a systematic analysis of both the drivers and outcomes of such diffusion. This paper 

does so – and finds that these information controls are spreading more efficiently to countries with 

hybrid or authoritarian regimes, particularly those that have ties to China or Russia. Chinese 

information controls spread more easily to countries along the Belt and Road Initiative; Russian 

controls spread to countries within the Commonwealth of Independent States. In arriving at these 

findings, this working paper first defines the Russian and Chinese models of information control and 

then traces their diffusion to the 110 countries within the countries’ respective technological 

spheres, which are geographical areas and spheres of influence to which Russian and Chinese 

information control technology, techniques of handling information, and law have diffused.   

 

INTRODUCTION 

Beijing’s and Moscow’s information control technology (e.g., the export of censorship equipment, 

safe cities) and techniques (e.g., the imitation of Chinese/Russian surveillance laws by other 

countries)  have gone global. They have impacted small island nations in the Caribbean such as 

Antigua and Barbuda, with a mere 80,000 and 100,000 inhabitants, respectively, and a country with 

a sizeable population of over 1 billion in South Asia (India).2 While journalists from the Bahamas, 

Lesotho, and Peru participate in propaganda trainings in Beijing, Chinese surveillance gear is used in 

a military command in the East of Brazil, and in Jordan’s House of Parliament.3 Russian surveillance 

equipment, for its part, is deployed in bordering countries like Belarus, Kazakhstan, and Ukraine as 

well as farther abroad in states like Algeria, Cuba, Mexico, and Palestine.4  

 

In examining this significant diffusion, it is important to understand why Russian rather than Chinese 

information controls have spread to certain countries but not others. What makes the controls more 

likely to spread to different regions? Does it make a difference if one set of controls rather than the 

other diffuses to a country? How does this international proliferation benefit Beijing and Moscow?  
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Map 1: Diffusion of Russian and Chinese information controls. 

 

To answer these questions, this paper first establishes an information control typology. The second 

section applies the typology to the Russian and Chinese approaches to information controls. The 

third section sheds light on how diffusion is measured. The fourth section is dedicated to illustrating 

the causes of diffusion. The fifth section traces and analyses the international diffusion of Chinese 

and Russian technology, including the imitation of techniques, laws, and training. The sixth section 

of the paper identifies the political, economic, and intelligence advantages that China and Russia 

gain from exporting their information controls as well as the impact that diffusion has on importing 

countries. The paper’s conclusion offers recommendations on how democracies can mitigate the 

potential abuse of information control technology in the future.  

 

1. A TYPOLOGY OF INFORMATION CONTROLS  

Various scholars have proposed different definitions of information controls. Some thinkers have 

conceptualized information controls as “actions conducted in and through cyberspace that seek to 

deny, disrupt, manipulate, and shape information and communications for strategic and political 

ends.”5 Others have categorised information controls into fear (i.e. self-censorship), friction (akin to 

censorship), and flooding (similar to strategic information dissemination).6 This paper distinguishes 

itself from these studies by putting surveillance at the core of its concept of information controls and 
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by analysing how surveillance affects other forms of managing information. Information controls can 

take various forms, including surveillance, censorship, self-censorship, and strategic information 

dissemination. Different models of information controls emerge once one takes into account the 

extent to which a country uses the various forms of information control and assesses how many 

options (tools) a country has to control information. 

 

Surveillance 

Surveillance is essential for a holistic conception of information controls. It enables censorship, self-

censorship, and strategic information dissemination. Without surveillance there is no intimidation. 

Governments do not know which websites to block, and authorities remain unaware of what online 

conversations need “political guidance.” 

 

Surveillance can be observed as well as unobserved. When surveillance is perceived by a population, 

it can induce self-censorship. Notably, manifestations of surveillance need not actually conduct 

surveillance to be effective. A government can install fake cameras and still frighten its citizens. Even 

when surveillance is unobserved by citizens, however, it may still produce effects. Even when 

unperceived, surveillance can be used to block specific content (censorship) or direct strategic 

information dissemination at specific targets.   

 

Any theory that omits surveillance when addressing information control is incomplete. Focusing too 

much on content and what happens online (e.g., keyword filtering) fails to account for technology’s 

significant impact on the offline world (e.g., physical control through surveillance cameras). In recent 

years, cyberspace (online) has merged with the physical world (offline). Bits and bytes, 1s and 0s, 

have become the defining features of everyday objects. In a world where CCTV cameras, smart 

cities, and other cyber-physical systems are omnipresent, information control is therefore 

increasingly becoming physical control. Bruce Schneier, a cybersecurity expert, put it succinctly: “The 

internet is no longer a web that we connect to. Instead, it’s a computerized, networked, and 

interconnected world that we live in. This is the future, and what we’re calling the Internet of 

Things.”7 A car is now an assembly of computers with steel and wheels attached to it, and everyday 

tools have now been added to the toolkit of surveillance. Carmakers in China, for instance, send real-

time location and other information on electric vehicles to the government.8 Electric cars are 

currently a tool for surveillance in today’s China, but it is likely only a matter of time before they 

become a tool of physical control as well. Because the online and offline worlds have merged so 
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much, what a person says, writes, and listens to online is inextricably interwoven with what they 

“do” in their everyday life (what would have previously been considered the offline world).  

 

Self-censorship  

Self-censorship stems from concerns relating to legal and extra-legal (intimidation) punishment as 

well as the fear of surveillance being used against individuals/entities in the future (e.g., being 

labelled by authorities as a non-conformist).9 Although fear can be a major factor driving self-

censorship, it does not accompany every act of self-censorship. “There are many reasons why a 

person may choose to withhold an opinion from a potentially hostile audience, such as attempting 

to avoid an argument, concerns about offending someone or hurting their feelings, potential 

retribution such as losing one’s job or risk of physical assault, or concerns about appearing to be 

deviant.”10 For the purposes of this paper, self-censorship is defined as the “withholding of one’s 

true opinion from an audience perceived to disagree with that opinion.”11 The more surveillance 

tools a government has at its disposal, the more avenues it has to nudge its population towards self-

restraint.  

 

Censorship 

Censorship, “the suppression by others [emphasis in original] of the communication of viewpoints 

perceived by those others to be considered hostile or offensive,” can take on various forms.12 It can 

be subtle when it comes as an increase in the costs of accessing information, such as slowing down 

certain online services (e.g., Tor), or downranking undesired political content in search engines.13 

Censorship can also be large-scale and more indiscriminate through the shutting down of social 

media platforms, cell phone services, or internet connectivity.14   

 

Censorship changes with surveillance capabilities. More monitoring capacity means more options to 

censor. A less sophisticated government may have to resort to network shutdowns to restrict 

information. A more sophisticated government, on the other hand, can choose instead to make 

information less accessible by downranking critical content.  

 

Strategic information dissemination  

Strategic information dissemination entails governments’ use of propaganda and disinformation to 

manipulate public opinion on a strategic level. Here, the term propaganda means “publicly 

disseminated information that serves to influence others in belief and/or action,” while 
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disinformation is understood as “false information that is knowingly disseminated with malicious 

intent.”15 In the context of this paper, an example of disinformation is Russia’s fabrication and 

dissemination of the “news” that AIDS was a result of U.S. government experiments.16 An example of 

propaganda is the Chinese government’s use of  microblogs,17 which are usually used to share 

pictures, videos and texts. A popular microblogging platform is Sina Weibo.18 Like with censorship, 

strategic information dissemination can change with the surveillance capabilities of the 

disseminator. The more a country knows about its citizens, the more options it has to manipulate 

them. 

 

Extent of use 

The extent of use of different forms of information controls often depends on context-specific 

factors. To some extent, countries are restricted by the tools at their disposal. Russia, for instance, 

has fewer options than China to impose stringent censorship online, because it has a technologically 

less sophisticated internet monitoring infrastructure.19 It therefore relies predominantly on 

intimidating its population (e.g. by imprisoning opposition candidates) and manipulating the public 

through propaganda and disinformation. Russia’s reliance on these techniques may be because they 

require less technological sophistication.       

 

Options 

A country’s surveillance capabilities define the number of information control options that are 

available to authorities. For example, a country that uses spyware to infiltrate mobile phones may 

have access to information that it can use to intimidate opposition figures. Yet without deep packet 

inspection technology (used for online filtering and surveillance), other information likely remains 

inaccessible – limiting the country’s ability to target other dissidents. More surveillance capabilities 

do not necessarily translate into more effective information control, but authorities with 

sophisticated surveillance technology can choose from a wider toolkit to enforce information 

controls. Including surveillance as part of the information control typology thus allows for more 

robust comparisons of information controls between countries. China, for instance, has more 

surveillance capabilities than Russia and therefore has more options to implement information 

controls; the paper discusses this further in the next section. Hence, the amount and diversity of 

surveillance tools is a major factor in understanding the distinctness of the Chinese and Russian 

models of information control.  
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Together, surveillance, self-censorship, censorship, and strategic information dissemination 

constitute mechanisms and forms of information control. How strongly a country relies on each 

mechanism, coupled with how many options it has to implement them, defines its information 

control model.  

The following section shows that Russia relies on pervasive surveillance, self-censorship, and 

strategic information dissemination to retain domestic stability, whereas China predominantly uses 

censorship and strategic information dissemination, underpinned by extensive surveillance. Overlaps 

between the two control models exist. To some extent like Russia, China also propels self-censorship 

through regulations that require real name registration on online platforms and the incarceration of 

VPN owners.20 And Russia, like China, also relies on censorship through its list of banned websites.21  

 

2. THE CHINESE AND RUSSIAN MODELS OF INFORMATION 

CONTROL 

When comparing the Russian and Chinese information control models, it is useful to examine the 

extent to which they rely on various mechanisms as well as how many tools are available to 

implement them.22  

 

Russia’s approach   

SURVEILLANCE 

Russia started laying the legal foundations for its extensive surveillance framework in 1995 with the 

Law on Operational Investigations, which allowed the Federal Security Service of the Russian 

Federation (FSB) to operationalise its online surveillance system — also known as SORM, the System 

for Operative Investigative Activities.23 SORM-1 focused on intercepting phone and mobile calls. To 

cope with increasing internet penetration, SORM-2 was set up to monitor internet traffic. Later, 

SORM-3 added more capabilities to the existing surveillance system, such as monitoring of social 

media and Wi-Fi.24 

 

SELF-CENSORSHIP  

In the early 2000s, the new Information Security Doctrine of the Russian Federation was developed, 

which framed information security as a matter of national security.25 Further restrictions followed, 

such as the blogger’s law in 2014, the anti-encryption law, also in 2014, and a law requiring data 
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storage to be localised within Russia in 2016.26 These laws were intended to showcase Russia’s 

pervasive surveillance to its citizens and induce self-censorship.27  

 

At the same time, Russian authorities have also intimidated artists, journalists, technology 

executives, and opposition representatives. Opposition figure Boris Nemtsov was killed, political 

activist Alexei Navalny is a regular visitor of the country’s prisons, and Pavel Durov, the founder of 

VK and Telegram Messenger, was forced into exile after increasing pressure from the Russian 

government.28 More subtle measures of intimidation have far-reaching effects, too. Russia’s state-

led discourse, emphasising the dangers of the internet, has been found to increase self-censorship.29  

 

STRATEGIC INFORMATION DISSEMINATION  

In Russia, the emphasis of propaganda and disinformation is on spreading pro-regime messages.30 As 

Gallacher and Fredheim demonstrate, the Internet Research Agency, a Russian troll factory, focuses 

mostly on creating unifying language at home and divisive language abroad. The messages on 

Twitter targeted at domestic audiences focus on supporting Russia’s engagement in Ukraine and 

Syria, and emphasising divisions in Western countries. Russian trolls are also very likely to spread 

content from state media channels, such as Channel One, Russia One, NTV, Komsomolskaya Pravda, 

and Izvestia.31 These actions help amplify the Kremlin’s strategic information dissemination reach. 

Bloggers paid by the Internet Research Agency and the Nashi youth movement, another 

organisation spreading propaganda, are largely composed of citizens who are employed covertly.32 

Some of them work full-time, spending twelve-hour shifts at their offices.33 

 

CENSORSHIP   

The Russian government has long paid less attention to censorship. Unlike China, Russia has not 

been able to create domestic substitutes for foreign media platforms. Russian technology companies 

fail to reach a sufficient share of the market to allow for an exclusion or replacement of foreign 

competitors. This includes Russian companies that run app stores, search engines, or social media 

platforms.34 Furthermore, Russia does filter online. It has a national blocklist and uses advanced 

surveillance capabilities, such as deep packet inspection technology, to do so.35 Filtering, however, is 

less pervasive than in China. Alexei Navalny’s YouTube channel, for instance, is allowed to operate 

despite his critical stance on the Kremlin.36  
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Recently, Russia has cracked down more harshly on its online environment; it attempted to block 

Telegram Messenger, but large parts of the Russian internet became unavailable because of the 

government’s crude methods.37 Telegram Messenger is still available in app stores, and the 

government has been notoriously ill-equipped to block it. This illustrates Russia’s lesser 

sophistication in blocking than China, which is implementing censorship far more seamlessly and 

covertly. In 2017, amendments to a law were passed that were intended to restrict the usage of 

VPNs, but despite these new regulations, a plethora of circumvention apps are still available at the 

Apple Store and Google Play Store in Russia.38 

 

China’s approach  

SURVEILLANCE   

Compared to Russia, China has more options to monitor its citizens, because surveillance equipment 

is pervasive in modern Chinese society. In Xinjiang, for example, citizens are constantly monitored 

through a combination of intrusive apps, facial recognition cameras, and other types of technology.39 

Surveillance equipment has been deployed widely across society. This is visible in the Chinese 

education system, where pupils are monitored through facial recognition systems in classrooms and 

their whereabouts are traced by bracelets that record their geolocation.40 Although this monitoring 

is carried out by schools, the government supports such deployments through the “intelligent 

education” initiative.   

 

The government’s initiatives encourage private actors in the surveillance apparatus to nudge people 

towards self-censorship. Private actors therefore play a complementary role in China’s surveillance 

endeavours. Research has shown that such constant exposure to monitoring can induce self-

censorship.41 It is expected that similar effects take place in China due to the existence of extensive 

surveillance.  

 

CENSORSHIP 

The most prominent example of censorship in China is its Great Firewall, which bars Chinese citizens 

from accessing Google, Facebook, and Twitter. Within China, thousands of censors in the 

government and in private companies sift through masses of information to identify new keywords 

to ban.42 A significant portion of this censorship is still performed manually, but some tasks are now 

automated, such as known-keyword blocking.43 At some point Ray Bradbury’s question, posed in 

Fahrenheit 451, will come again to the forefront: “Do you ever read any of the books you burn?”44 
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Or paraphrased, do censors read the content they censor? In the future they might not, as a large 

part of this task may become automated through artificial intelligence. Recently, China has increased 

censorship even for the elites and technology-savvy citizens who try to access foreign websites. 

Several legal measures have led to the elimination of non-government-approved VPNs from app 

stores, which has resulted in extremely limited availability of VPNs in China’s two major app stores, 

the Apple Store and Tencent App Store.45  

 

STRATEGIC INFORMATION DISSEMINATION  

As in Russia, the strategic distribution of information plays a significant role in the Chinese 

government’s strategy to distract from politically sensitive topics. In China, the goal is not to engage 

in controversial topics, but rather to steer content away from controversy and towards pro-

government posts.46 As far back as 2004, Chinese authorities employed people to sway public 

opinion online.47 They recognised that it was not enough to decide what information is available; it is 

also important to shape the information that remains online. To achieve this, authorities tasked 

thousands of internet commentators with posting. Those were dubbed the 50 Cent Party.48 It is 

estimated there are now up to two million such employees, creating around 450 million posts per 

year.49 

 

 The Russian and Chinese systems of strategic information dissemination share similarities. Both post 

pro-regime messages and seek to steer discussions away from contentious topics, and neither look 

to engage in meaningful discussions about politics.  

The 50 Cent Party appears to be composed predominantly of government employees, posting on the 

side-lines of their job, who are complemented by volunteers, such as the youth members of the 

Communist Party, who are organised in the Volunteer Campaign to Civilise the Internet to post 

patriotic content free of charge.50  

 

SELF-CENSORSHIP  

Inducing self-censorship through intimidation was a widespread technique during the Mao era in 

China. Since then, however, methods have shifted towards information control based on censorship 

and strategic information dissemination.51 The Chinese government is currently fostering self-

censorship at the elite level, while employing censorship and strategic information dissemination to 

deal with the general population (these strategies work best to control the average citizen).52 

Examples of measures that induce self-censorship include the arrest of a man who provided VPN 
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services (as a warning for other VPN providers), or the regulation making real-name registration of 

influencers on social media mandatory.53 To further encourage self-censorship, Chinese internet 

laws are often left intentionally vague to create ambiguity as to what is punishable and what is not.54  
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Graphs 1 – 4: Chinese and Russian information control models. 

 

 

 

3. METHODOLOGY: MEASURING DIFFUSION 

In this paper, the diffusion of Russian and Chinese information control technology and techniques is 

traced through open-source research, including data gathered from company reports, technical 

network measurements, newspaper and journal articles, and government-issued laws and 

regulations.  

 

Diffusion is measured through three indicators: technology, imitation, and training. The purpose of 

using these three indicators is to measure the breadth and depth of the spread of China’s and 

Russia’s tactics to other nations. The breadth can be seen in how many countries get exposed to at 

least one of the indicators. The depth of diffusion can be seen in how many indicators one single 

country adopts. If a country adopts only one indicator of diffusion, it is deemed to be located at the 

periphery of a technosphere. If a country checks the maximum amount of indicators (two indicators 

for Russia, three for China),55 the diffusion is deemed to be profound, and the country is located at 

the core of the technosphere.  

 

Indicator 1: technology  

The first indicator of diffusion is technology. For the purpose of this paper, I focused on Chinese and 

Russian surveillance and censorship technology exports to entities abroad that control large 

numbers of people or public buildings and are assumed to be operated primarily by the police or 

other government authorities. Examples of this type of technology include cameras installed in 

prisons, harbours, cities, railway stations, airports, and filtering equipment deployed by Internet 

Service Providers abroad. This indicator, however, does not encompass projects where it is assumed 

that the police or government are not the primary operators of a surveillance system, such as 

Hikvision’s CCTV provision for a Japanese public university.56  

 

In addition to observing surveillance exports through company statements and media articles, I 

identified a chosen set of surveillance middleboxes via network measurements in cooperation with 

Vasilis Ververis, Nguyen Phong Hoang, and Marios Isaakidis.57 OONI Explorer and Censys were used 
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to find Huawei middleboxes that have the fingerprint “V2R2C00-IAE/1.0.” This fingerprint or header 

was associated with Huawei’s eSight product, which is able to analyse network traffic and discover 

IpSec VPN services – allowing it to be used to monitor and censor traffic.58 An inspection of OONI 

Explorer and Censys’s data revealed Huawei middleboxes in use in Colombia, Cuba, Italy, Mexico, 

Nigeria, Pakistan, Spain, and Turkey.59  

 

Indicator 2: imitation 

For the purpose of this paper, imitation is defined as the replication of Chinese or Russian 

information control laws and techniques by another country. An example is Uzbekistan copying 

Russia’s law on state surveillance;60 or Tanzanian and Zimbabwean government officials announcing 

that they intend to mimic China’s replacement of foreign online content providers with homegrown 

ones to exert greater control.61 Data gathered in this paper suggests that imitation very rarely (if 

ever) occurs without concurrent diffusion of technology and training, while technology and training 

can sometimes be the only indicators diffusing. Thus imitation demonstrates deep diffusion. 

Notably, all countries that imitate Russia or China are within their respective core technospheres. 

 

Indicator 3: training 

Two types of training are included for this indicator: first, training of law enforcement, government 

officials, and private companies (which often implement information controls for governments) and 

second, training of journalists. The former group is educated in how to broaden its access to 

information on citizens (digital forensics, safe-city projects) or how to implement censorship more 

efficiently. All smart-city implementations or selling of deep packet inspection technology come 

most certainly with some kind of training of how the techniques work. This paper, however, includes 

only those cases where documents specifically mention that training was provided to a given 

country. A news report about Huawei implementing a safe city in Spain, for instance, does not 

qualify as training.  

 

The second group, overseas journalists in China, may remain unnoticed by governments, as some of 

these trainings are handled by private institutions or news organisations. The trainings are aimed at 

increasing positive coverage of China abroad. As many cases demonstrate, they reach these 

intended political effects.62    

 

“Training” is a word that can be easily misinterpreted. In the Western world, it would typically mean 

bringing someone to a certain standard of proficiency, and would probably be academic in nature. 
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However, in China, media trainings are in actuality free public-relations trips to China that follow a 

conveniently pro-government agenda…. Such efforts in the media sector are central to the Chinese 

soft power strategy. Therefore, China’s intent to “train” hundreds of Latin American journalists in 

the years to come is probably best understood as a way of exposing influential opinion makers to 

Beijing’s propaganda.”63 

 

Furthermore, journalist trainings often contain practical exposure to the implementation of 

information control methods. The Baise Leadership Academy in Guangxi, which is run by the Guangxi 

Communist Party’s Personnel Unit, is a flagship example of this. Officials and journalists from 

Southeast Asia are trained there on how to “guide public opinion” online.64  

 

4. CAUSES OF INFORMATION CONTROLS DIFFUS ION  

The following section is dedicated to providing empirical diffusion data as well as an analysis of why 

some countries rather than others more readily imitate, buy technology, or undergo training than 

others. Based on the empirical data provided in Appendix A, this paper argues that regime type and 

the extent of interconnectedness between countries explains why information control diffusion is 

more likely to occur in some cases than others.  

 

Explanatory variable 1: regime type 

When it comes to tracking diffusion indicators, regime type is a key variable for imitation – but it 

holds less explanatory power for technology and training. In this paper regime type is defined 

according to the Economist Intelligence Unit’s Democracy Index, which distinguishes between 

democracies, hybrid regimes, and authoritarian regimes.65 Data gathered in this study shows that 

authoritarian and hybrid regimes are more readily imitating Russia and China. Out of the 19 

countries found to be imitating China or Russia (this includes Russia mimicking China and vice-versa), 

58 percent are authoritarian, and 37 percent are hybrid. Just 5 percent are democratic.  

 

Why are hybrid and authoritarian regimes more likely to imitate China and Russia? One reason 

might be that autocratic countries tend to be more willing to learn from each other because they 

face similar threats to regime survival.66 This inclination leads to the sharing of various techniques 

and policies among autocracies. Already in 1848, autocrats of different polities discussed and shared 

techniques on how to counter revolutionary tendencies in Europe. Likewise, during and after the 

Arab Spring in the early 2010s, autocrats engaged in “elite learning,” which allowed them to develop 
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more informed policies. While in some cases assistance between autocrats is more subtle, such as 

knowledge transfer, it can be also blunt and overt. This was the case in Bahrain in 2011, where Saudi 

Arabia actively helped to crush dissent.67   

 

Regime type provides less explanatory power with regards to the technology and training indicators. 

Although authoritarian or hybrid regimes make up a large number (56 percent) of the countries that 

have adopted information controls from China and Russia, they are not alone. Democracies are also 

likely to buy technology or undergo training, and comprising 37 percent of countries to which 

information controls diffused.68  This may be because surveillance technology is seen as more 

compatible with democratic values, because it can be used for purposes that democracies consider 

“legitimate.” Similarly, receiving training from China in digital forensics or for journalistic coverage 

may not be perceived as necessarily damaging to democratic values.  

 

Furthermore, many of the technologies being imported are dual-use in nature. For example, 

democracies, such as Argentina, Brazil, France, Germany, Italy, and Spain, have imported 

surveillance technology that could be used to suppress street crime in “smart cities.”69 This 

technology, however, could also be misused to prevent protesters from gathering.  

 

Despite the belief that democracies will not abuse surveillance equipment, the potential for misuse 

is tangible. Sophisticated surveillance technology always creates cause for concern. Authoritarian 

and illiberal practices are commonly employed in democracies as well.70 Prominent examples 

include Donald Trump’s United States, Victor Orbán’s Hungary, or Rodrigo Duterte’s Philippines.71 

Furthermore, accidental misuse is already present through biases in technology. Microsoft, for 

instance, declined a request by a Californian law enforcement authority to provide its facial 

recognition capabilities for officers’ body and car cameras. The company feared that its technology 

could affect minorities unfairly, because the algorithms had been trained on predominantly male 

and white training sets.72  

 

Citizens from democracies, such as Australia, Indonesia, the United Kingdom, and the United States, 

have also been involved in a variety of trainings by Chinese entities.73 Individuals from the United 

Kingdom, for instance, have undergone training by Meiya Pico in digital forensics methods and 

journalists from the U.S. and Australia have visited China for study trips.74 

 

Explanatory variable 2: interconnectedness  
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Bilateral economic, political, historical, and social interconnectedness between political entities may 

explain why Chinese and Russian information controls are more likely to diffuse to certain countries 

than others. The stronger the degree of interconnectedness between Russia/China and another 

country, the more likely it is that information controls will spread. This finding is similar to – but 

distinct from – Levitsky and Way’s concept of linkage, which also builds on the density of ties 

between countries to build hypotheses in regards to diffusion of democratic practices.75 In their 

studies, the two authors examine the concept of linkage with regards to the ties between the West 

and certain authoritarian-leaning regimes in the post–Cold War era. Wherever high linkage was 

present, they found democratisation was more likely to occur.76 Scholars such as Ambrosio and 

Weyland have also considered the argument of linkage and geographical closeness in the context of 

authoritarian diffusion.77 The argument of this paper builds on the work of these scholars, but also 

substantially differs in key areas.  

 

Levitsky and Way, for instance, claim that the most important factor for the establishing of strong 

bonds between countries is geographical closeness.78 China, however, has become more 

interconnected further abroad – likely due in part to the country’s economic rise. Overseas financing 

is an illustrative example. A list of official Chinese financing of different regions is topped by Africa, 

followed by Central and Eastern Europe (including Russia), and Latin America.79 Only after these 

regions do South Asia, Southeast Asia, and Central and Northeast Asia appear on the list. The data 

presented in this paper on information controls diffusion depicts this trend as well. Although 

Russia’s information controls have diffused most deeply to countries that are part of the 

Commonwealth of Independent States, many of the other countries to which Russian information 

controls have diffused are not Russia’s neighbours. And China’s information controls have diffused 

broadly and deeply across the world, weakening the hypothesis that geographical closeness is the 

strongest factor in the establishing of interconnectedness, which in turn propels information 

controls diffusion.  

 

Levitsky and Way also note that leverage, “or the degree to which governments are vulnerable to 

external democratizing pressure,” can explain a change in a country’s policies and practices.80 Given 

this, in the process of diffusion of information controls, one would imagine democratic governments 

pressuring countries to not import information controls. Because information control technology is 

dual-use in nature and propaganda trainings are being labelled as media trainings, though, it is 

unlikely that democracies are able to criticise such exports without sounding hypocritical. After all, 

democracies are major exporters of similar products themselves, and are also recipients of 
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information control trainings from China.81 Furthermore, one could imagine China and Russia 

exercising leverage over countries to import their information controls, though the use of leverage 

of China and Russia over countries to adopt such technology and techniques has not been observed 

during this paper’s research process. In the end, the data presented in Appendix A indicates the 

major reason behind diffusion is unlikely to be leverage, i.e., external pressure, through sanctions, 

threat of military force, or aid withdrawal. Instead, it is more plausible to assume that there is a vivid 

demand for such equipment and techniques. 

 

This paper therefore proposes the term “interconnectedness” to shed light on the causes behind the 

international diffusion of information controls. It examines the explanatory variable together with 

the regime type variable (discussed above) in order to assess the likeliness of information control 

diffusion (See Table 1).   

 

 Russia/China Russia/China Russia/China 

Explanatory 
variable 

Interconnectedness  Regime type / 
interconnectedness 

Interconnectedness 

Indicators of 
diffusion  

Filtering or 
surveillance 
technology 
 

Imitation of laws and 
techniques 
 

Training of government/law 
enforcement officials / private 
companies, or journalists to 
share techniques 
 

Breadth and 
depth of 
diffusion 
 
Country X 
C(1), R (2) 
 

The breadth “Country X” and depth “C(1) R(2)” of diffusion are indicated in the 
left sidebar 

 

Table 1: Measuring diffusion. 

 

 

Proxies for interconnectedness 

In this paper, the Belt and Road Initiative (BRI) and the Commonwealth of Independent States (CIS) 

are considered to be alternative measures demonstrating strong interconnectedness with China and 

Russia. Countries that are involved with both or either organisation/initiative, are more likely to use 

Chinese or Russian information controls. This is so because the BRI and CIS are essentially proxies for 
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substantial economic, diplomatic, technocratic, social, information, and civil society ties between 

China and Russia on the one hand and the other countries involved on the other hand. A number of 

factors contribute to this alignment. First, both initiatives go back to historical narratives, which 

presume tight interconnectedness between China/Russia and the other countries. The BRI relies on 

the revival of ancient silk trading roads.82 The CIS, on the other hand, builds on the tradition of the 

former Soviet Union and acts as a continuation of those ties. Second, both initiatives receive active 

commitment from Russia and China. Russia frequently engages in Eastern Europe and Central Asia, 

which it sees as part of its sphere of influence, and China encourages the exchange of ideas, goods, 

and social interactions along the BRI (these interactions are formally enshrined in bilateral 

Memorandums of Understanding).83 China also weaves journalist and media trainings into the BRI 

framework.84 The selling of technology and services is also integrated into the BRI. On the one hand, 

Chinese companies are trying to find new export markets in search of profit. On the other hand, 

foreign trade is to some extent coordinated with the government. Meiya Pico, a Chinese 

cybersecurity company, was instructed by the Chinese Ministry of Public Security to train countries 

affiliated with the BRI in digital forensics (See Image 2). Meiya Pico may also be part of establishing a 

Safety Corridor from China to Europe, aiming to tie security and safety services and products to 

international development projects.85 The Safety Corridor is currently planned to cover Kazakhstan, 

Russia, Belarus, Poland, Germany, and the Netherlands.86  

 

 
 

Image 1: Retrieved from Meiya Pico’s website on 1 May 2019. Illustrates the planned strategic 

Safety Corridor project.87 
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Image 2: Meiya Pico was instructed by the Chinese Ministry of Public Security to train countries of 

the Belt and Road Initiative in digital forensics. This image, which was retrieved on 29 April 2019, 

depicts nineteen countries.88 

 

 
 

Image 3: This image, which was retrieved on 5 September 2019, shows twenty-nine countries. The 

reference to the Ministry of Public Security (See Image 2) on the top right-hand side of the image 

was removed by Meiya Pico.89 
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5. BEIJING AND MOSCOW’S CORE TECHNOSPHERES  

The following section highlights how a strong degree of interconnectedness results in profound 

diffusion and the creation of a core technosphere. Countries that are less interconnected to Russia 

and China, like those that are not part of the BRI or the CIS, are less likely to experience extensive 

diffusion of information controls. They remain at the periphery of the Russian and Chinese 

technospheres.   

 

The Commonwealth of Independent States  

The CIS was established after the dissolution of the Soviet Union in December 1991 and was created 

to encourage continuing cooperation between Russia and the newly formed countries. It involves 

political, economic, and cultural cooperation between the member states, which include Armenia, 

Azerbaijan, Belarus, Kazakhstan, Kyrgyzstan, Moldova, Tajikistan, and Uzbekistan. Ukraine was 

initially part of the CIS, but withdrew in 2018.90  

 

Research for this paper found Russian information controls diffused to 28 countries that are as 

geographically varied as Palestine and Mexico. Countries from the CIS account for 25 percent of 

Russian information controls exports (7 out of 28 countries).91 Azerbaijan, Belarus, Kazakhstan, 

Kyrgyzstan, Ukraine, and Uzbekistan are at the core of the Russian technosphere. Each of these 

countries are, or have been, part of the CIS at some time and have imitated Russian laws with 

regards to online surveillance. Many surveillance laws in CIS countries create an atmosphere of 

doubt and allow room for the intimidation of dissidents, thereby replicating Russia’s approach to 

information control. The laws and the environment of fear, however, would be less powerful 

without the surveillance technology provided by Russia.  

 

In Belarus, the Ministry of Internal Affairs purchased technology from Analytical Business Solutions, 

a Russian firm that specialises in increasing the efficiency of online monitoring.92 The Belarusian 

government has imitated Russian law and most likely purchased SORM surveillance equipment from 

Russia.93 Kazakhstan bought deep packet inspection technology from VAS Experts, a company based 

in St. Petersburg.94 It also acquired monitoring tools from iTeco, SORM technology from MFI-Soft, 

and Protei, audio forensics tools from Speech Technology Center, and mobile forensics from Oxygen 

Software.95 The Kazakh Ministry of Emergency Situations also acquired Semantic Archive, an 

information analysis platform provided by Analytical Business Solutions.96 Kyrgyzstan bought SORM 

equipment from Oniks-Line and Signatek.97 Ukraine also acquired SORM equipment.98 Uzbekistan 
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imported deep packet inspection technology from VAS Experts and Protei, SORM equipment from 

MFI-Soft, audio forensics from Speech Technology Center, and mobile forensics from Oxygen 

Software.99 The Uzbekistan government also instituted a law mimicking Russia’s law on state 

surveillance.100  

 

 

 

Map 2: The Russian core technosphere moulds to CIS frontiers. 

 

 

The Belt and Road Initiative  

The Belt and Road Initiative was officially launched in 2013 and comprises 138 countries; 82 percent 

of Chinese information controls exports go to BRI countries (84 out of 102 countries).101 The 

Initiative consists of the Silk Road Economic Belt, which connects China and Europe over land, and 

the 21st Century Maritime Silk Road, which aims to revive old maritime trade routes.102 These land 

and maritime routes are also complemented by a Digital Silk Road, which seeks to tie other countries 

to China through cooperation in the digital realm.  

 

This sub-section of the paper examines ten countries — all part of the BRI — where information 

controls have diffused most deeply (based on the three indicators of diffusion). Those countries 

comprise the core of China’s technosphere.  
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China’s influence in Egypt is strong. Regarding the transfer of surveillance technology, Huawei built a 

safe city in the country and Hikvision supplied CCTV cameras for the Suez Governate’s bus fleet.103 

Alongside these technology transfers, Egyptian journalists have visited Beijing for ten-month long 

media fellowships, organised by the China Public Diplomacy Association. There they were exposed 

to an autocratic media landscape through visits to media houses like the People’s Daily.104 Egyptian 

officials, for their part, visited Meiya Pico to learn about digital forensics.105  Cooperation between 

Egypt and China is more profound, however. In 2014, Egypt signed a cybercrime-fighting treaty with 

China.106 Four years later, Egypt passed a cybercrime law for regulating social media that mimics 

China’s way of handling social media platforms.107 

 

Iran has also been crucially influenced by China’s use of information controls. One of the earliest 

surveillance equipment exports to Iran was Huawei’s sale of gear that gives government agencies 

access to mobile phones.108 ZTE, another Chinese company, also sold surveillance equipment into 

Iran that could be used to intercept citizens’ communications.109 This technological cooperation was 

complemented by a 2014 meeting between Chinese and Iranian state officials where it was agreed 

that China would help Iran with the implementation of Iran’s National Information Network.110 In 

turn, Iran has been very open about learning from China. Iran’s development of the Soroush 

messenger app mirrors China’s domestic ecosystem of apps that allows for government access.111 

And the head of Iran’s Information Technology Organization lauded China for its “four decades of 

good experiences in the application development of services for information technology,” and 

noted, ”We hope to use these experiences.”112 

 

Malaysia is another country situated at the core of China’s technosphere. Malaysia’s journalists have 

received training in Beijing, which was supported by the Chinese Ministry of Foreign Affairs, the 

Ministry of Education, and Huaneng Industry, a state-owned company.113 According to a professor at 

the Communication University of China, these experiences “can serve as a blueprint for the trainees 

to develop media industry in their home countries.”114 Training is not only confined to journalists. 

Meiya Pico, a cyber security company based in Xiamen, organised digital forensics trainings, which 

allow for the extraction of data from phones and computers, in Malaysia. In doing so, the company 

states that "as always, Meiya Pico has stuck to the strategy of 'Going Global' and the initiative of 

'Belt and Road'.”115 In terms of technology, Malaysia has been an avid buyer of Chinese surveillance 

technology. It has, for instance, acquired body cameras for its security forces from Yitu, a Shanghai-

based company.116 Furthermore, it acquired an AI-enabled traffic management control system from 

Alibaba Group to monitor traffic in Kuala Lumpur.117 The country appears intent on continuing this 
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course, as Prime Minister Mahathir bin Mohamad recently announced that Malaysia will make use 

of Huawei equipment as much as possible.118 Additionally, Malaysia’s former Deputy Prime Minister, 

Ahmad Zahid Hamidi, stated that China’s sophisticated use of surveillance equipment to monitor 

every movement is worth imitating.119  

 

Russia, for its part, has been keenly imitating China’s more sophisticated methods of online content 

filtering.120 Filtering specific content, rather than entire websites, reduces the possibility of 

overblocking. To increase cooperation, the architects of the Great Firewall of China were invited to 

Russia to share techniques.121 Chinese training and technology have also diffused to Russia. Russian 

experts have been trained in digital forensics by Meiya Pico.122 Huawei’s safe city solutions have 

been implemented in St. Petersburg;123 Huawei provided a cloud storage solution that was “specially 

designed for massive video data storage and analysis.”124  

 

The case of Tanzania provides a good example of how information controls diffuse in a nearly linear 

way, starting first with technology transfer, followed by training, and eventually progressing to 

imitation. In 2014, Huawei announced that it had implemented a safe city in Tanzania.125 The 

following year, Dahua Technology, a Hangzhou-based company, equipped the Zanzibar Presidential 

Office with smart cameras that are capable of recognising faces and audio.126 One year later, the 

People’s Daily reported that Tanzanian journalists participated in a media fellowship programme 

organised by China’s Public Diplomacy Association.127 In turn the strengthened bonds between 

Tanzania and China have resulted in the Tanzanian government working to imitate the Chinese 

concept of censorship. Tanzania’s former Deputy Minister for Transport and Communication, Edwin 

Ngonyani, sums it up well. At a China-Tanzania New Media Roundtable, co-organised by the 

government of Tanzania and the Cyberspace Administration of China, he declared: “Our Chinese 

friends have managed to block such media in their country and replaced them with their 

homegrown sites that are safe, constructive and popular. We aren't there yet, but while we are still 

using these platforms we should guard against their misuse."128 

 

Thailand is another case where Chinese surveillance technology has been exported successfully. 

Hikvision took on the task of providing CCTV monitoring for the Thai Ministry of Commerce,129 as 

well as supplying Thai police with portable video recorders, which help with real-time recording and 

remote monitoring.130 And in cooperation with the Thai police, Huawei is implementing its eLTE 

Trunking Joint Innovation Project surveillance solution.131 As is the case in many other BRI countries, 

Meiya Pico has trained Thai experts in mobile and computer forensics, and Thai journalists have 
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received media trainings in China.132 Thailand has also signalled that it intends to create its own 

Great Firewall in the image of China’s.133 Although the initial plans for a single internet gateway have 

since been scrapped, a recent law went into effect in Thailand mimicking the vague and broad 

nature of China’s 2017 cybersecurity law, and allowing for invasive government on-site inspections 

at companies and individuals’ properties in Thailand.134  

 

Uganda’s information control collaboration with China is far-reaching and steadily progressing. In 

2017, Ugandan officials travelled to Beijing and met with representatives of the China National 

Electronics Import & Export Corporation (CEIEC), a state-owned company. The two parties agreed 

that CEIEC would help Uganda to monitor social media and other “cybercrime”-related services.135 

That same year, Ugandan journalists completed a ten-month-long media training at the China Africa 

Press Center in Beijing, organised by the China Public Diplomacy Association.136 The following year, 

Huawei delivered 900 surveillance cameras to facilitate the Ugandan government’s smart policing 

programme.137 The Shenzhen based company also assisted the government access the encrypted 

communications of opposition figures.138 Finally in June 2019, the Uganda Communications 

Commission revealed a draft internet regulation. The measure is intended to centralise control over 

the international information flows that enter and exit the country. The move is similar to Thailand’s 

attempts to create a single international internet gateway. According to an insider of the Ugandan 

regulatory process, “it will be like turning the Internet in Uganda into something like China where it 

is centrally controlled and you can put one system at the centre of it all to control everything.”139  

 

The extensive interconnectedness between Zambia and China reveals that the African country is 

positioned at the core of China’s technosphere. In order to control its domestic population, the 

government of Zambia has relied on censorship and surveillance gear supplied by Huawei and ZTE.140 

Huawei employees allegedly aided the Zambian government intercept the digital communications of 

journalists and opposition groups.141 Huawei also implemented a smart city to increase Zambia’s 

physical surveillance capabilities.142 In addition, the media landscape of the country has been 

influenced by Zambian journalists who have attended media trainings in China.143 In the words of a 

Zambian minister, Zambia is now following “the China way” of managing the internet.144  

 

Zambia’s neighbour to the south, Zimbabwe, has long collaborated with China on information 

control. As far back as 2005, China was reportedly discussing selling communication interception 

equipment to Zimbabwe, and since then it is suspected that Chinese gear has been used to jam radio 

broadcasts.145 These instances were some of the first examples of China exporting censorship 
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technology, which China has refined since then. In addition to inhibiting broadcast content, several 

Chinese companies have also provided surveillance gear. Hangzhou-based Hikvision partnered with 

Zimbabwe’s Nations Hardware and Electrical to implement broader CCTV coverage in the country.146 

Similarly, Cloudwalk Technology Co., is providing facial recognition cameras, which will likely cover 

railways, airports, and a national facial database, among others.147 Since at least 2011, Zimbabwean 

journalists have been trained in information dissemination techniques (steering conversations, 

managing media in an autocratic environment).148 Zimbabwe has been imitating China and has been 

quite frank about it. Zimbabwe has been developing local app equivalents of social media platforms 

in order to enhance greater control.149 In 2016, Supa Mandiwanzira, former Zimbabwean Minister of 

Information Communications Technology, said: “The President [Mugabe] is saying let us do 

something about it and we are doing something about it. He mentioned the example of China which 

has gone to great lengths to protect the integrity of the internet.”150       

 

Venezuela is both part of the BRI and at the core of China’s technosphere, despite the fact that it is 

not situated along the BRI land or maritime routes. Deepening ties between China and Venezuela 

started to emerge under Presidents Hu Jintao and Hugo Chávez shortly before the global financial 

crisis in 2008.151 Stronger bilateral cooperation and an increase in interconnectedness also 

translated into surveillance cooperation between Beijing and Caracas. In 2008, interested 

Venezuelan Justice Ministry officials visited Shenzhen to learn about a national ID card.152 In the eyes 

of the Venezuelan government, the ID card was a project worth emulating. Roughly ten years later, 

Venezuela is implementing a new smart-card ID, also known as the fatherland card or carnet de la 

patria, with the help of a Shenzhen based company, ZTE. The card includes massive amounts of 

information including not just birthdays, and family information, but also medical history, social 

media activity, political party membership, and whether a person voted in elections.153 The 

information included on the cards is used to encourage certain types of behaviour, such as being a 

good citizen. In other words, China’s social credit system, which relies on “big-data collection and 

analysis to monitor, shape and rate behaviour via economic and social processes” is no longer 

confined to China.154 Yet surveillance cooperation between China and Venezuela extends even 

further. In an effort to give Venezuelan officials more control over their citizens, various smart city 

projects and thousands of CCTV cameras have been installed across the country by Huawei, ZTE, and 

CEIEC.155 As part of this process, Huawei provided training to Venezuelan technical experts on how 

to operate the system.156 
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Map 3: The Chinese core technosphere extends along BRI trade routes. 

 

 

Overlapping technospheres 

China and Russia share overlapping technospheres in twenty countries. Interestingly, every country 

found to exist deep within the Russian technosphere also exists partly within China’s technosphere. 

China is active in Belarus, Kazakhstan, Kyrgyzstan, Ukraine, and Uzbekistan. Russia, on the other 

hand, is present beyond its borders in only one of the countries that constitute China’s core 

technosphere; in Thailand, a Russian company that specialises in audio forensics, Speech Technology 

Center, has been providing equipment.157  

 

6. THE IMPACT OF DIFFUSION 

The primary result of the diffusion discussed in this paper is the creation of a technosphere — a 

geographical area that comes with various advantages for the information controls exporter. These 

advantages can be categorised as political, economic, and intelligence related.  Politically, the 

proliferation of information controls reinforces autocratic regimes.158  The widespread adoption of 

Russia’s view of information security, for example, aids the Kremlin domestically in consolidating its 

legitimacy, because it can point to the fact that its model is being imitated abroad. It also 

proliferates its system of information control and hence establishes its image as a norm-setter. The 
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training of government officials and journalists socialises leading figures in governments and media 

abroad into a Chinese understanding of what an authoritarian information environment looks like. 

One may question the impact of training a few government officials or journalists per country, but 

training thousands of individuals on a global level may translate into a broader structural change, 

making countries reliant on equipment and techniques primarily from China. Meiya Pico’s 

Information Security Academy has already trained more than 1,000 overseas law enforcement 

personnel in digital forensics, and the China Public Diplomacy Association seeks to train 1,500 

international journalists per year by 2020.159  

 

 
 

Image 4: Baise Executive Leadership Academy, where Southeast Asian journalists and officials are 

trained in Chinese information control.160  

 

Economically, the diffusion of information controls creates new markets for exporting nations. In 

China and Russia, something similar to a military-industrial complex has been created. This security-

industrial complex is made up of politicians dependent on security-related industries, private 

security companies, and the police. Each of these entities/individuals profit from increased security 

spending at home and exports abroad. Information controls create revenues for Hikvision, Huawei, 

Protei, VAS Experts, and other surveillance and censorship equipment companies in China and 

Russia. The export of information control technology is a “win-win” particularly for China. Ecuador, 

for instance, provides oil to China and receives surveillance-related purchases in exchange. This then 

creates further employment and revenues in China.161 
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The diffusion of information controls into a technosphere also creates intelligence implications. 

China, for instance, built the African Union’s headquarters in Addis Ababa, Ethiopia, and in doing so 

allegedly funnelled massive amounts of data from the installed computer systems back to China.162 It 

might, in turn, have used this intelligence to better achieve its foreign policy goals on the continent. 

And in Pakistan, unknown Wi-Fi modules were discovered in CCTV cameras supplied by Huawei. 

These could have been a potential risk for information exfiltration, which highlights the intelligence 

benefits that could emerge for a country exporting surveillance products.163 Notably, China does not 

appear to be alone in wanting to retain access to exported equipment. The Russian companies that 

provided surveillance gear to Kyrgyzstan were accused of keeping backdoors into the system, 

allowing them to continue to obtain information after installation.164 

  

 

 

 

Figure 1: Concentric circles of influence. The inner circle represents the core, and the outer circles 

the periphery of respective technospheres. 
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Increased diffusion also affects the way information controls are implemented and employed 

around the world. If one takes the example of Zimbabwe, this paper shows that censorship and 

surveillance technology as well as training in propaganda, were the primary exports from China to 

Zimbabwe. This diffusion does increase Zimbabwe’s options to induce fear through surveillance 

technology as well as its ability to censor and manipulate its public. In other words, the increase in 

Chinese exports increases the information control options available to Zimbabwe. At the same time, 

the use of information controls may have changed with diffusion. Zimbabwe may have chosen to 

rely on censorship and strategic information dissemination no matter what, but interacting with 

China has definitely brought the African country closer to adopting that approach in full. The 

convergence of the Zimbabweans to the Chinese way of managing information is visible in the 

former voicing that it aims to imitate the latter.  
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Graphs 5 – 8: The impact of diffusion on Zimbabwe. The in-depth study of Zimbabwe’s information 

control landscape is outside the scope of this paper; therefore, the graphs depicting the country 

before and after the diffusion of Chinese information controls are hypothetical. The convergence 

towards the China model in the process of diffusion, however, is not a hypothetical and is based on 

the evidence gathered in this paper. 
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CONCLUSION  

This paper covers approximately thirteen years of Chinese and Russian information controls exports. 

During this period, the nature of the technology that has diffused changed considerably. Initially, 

mostly crude censorship and surveillance technology diffused internationally. This includes Chinese 

gear that served to jam radio broadcasts in Zimbabwe and Russian filtering and audio forensics 

equipment that was provided to countries within the former Soviet Union. Increasingly, however, 

exports diversified and previous rudimentary tools were refined. Now we are looking at the diffusion 

of CCTV cameras that use facial recognition technology, a plethora of digital forensics tools, smart 

national identity cards, intelligent databases for governments, and smart cities.165  

 

In this fast-changing environment, it is important to trace what is currently being developed and 

deployed in Russia and China today in order to anticipate what might occur abroad tomorrow. Of 

course, countries such as Iran, Thailand, and Venezuela develop their own techniques and 

technology, but the sheer presence of Russian and Chinese information controls in the world serve 

as an important starting point to identify future trends before they diffuse across the globe.  

So, what should democracies do when faced with these trends? Unfortunately, there is no easy 

answer – in part because it is difficult to prevent the spread of dual-use information control 

technology and techniques (not to mention the fact that democracies are themselves avid buyers of 

information control equipment). And when trainings are portrayed as benign rather than conduits 

for sharing strategic information dissemination techniques they cannot simply be criticised out of 

hand.  

  

Nonetheless, democracies can still take action. Domestically, democratic countries do not have to 

deploy all tools that promise more surveillance. Massachusetts is considering legislation to restrict 

the use of facial recognition.166 San Francisco has already passed such measures.167 And when it 

comes to their own companies that are involved in the production of censorship and surveillance 

technology, democracies should make sure that they do not abuse human rights or become 

complicit in such abuse.168 

 

Democracies should also work on making individuals’ devices and channels of communication more 

resistant to filtering or surveillance equipment. Yet the opposite is currently the case. Recently, 

Australia passed a law that extends surveillance and undermines end-to-end encrypted messages, a 

move often implemented in authoritarian regimes.169  Canada, New Zealand, the United Kingdom, 

and the United States intend to introduce similar access points for authorities.170 Such moves are not 
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necessary for maintaining security. Research indicates that even without access to messages, 

government authorities still have many avenues to combat crime.171 End-to-end encryption does not 

mean “going dark.” Metadata, for instance, can be used to tackle crime – and it is often more useful 

than the content of private messages.  

 

Finally, it should go without saying that in democracies the use of surveillance gear by public 

authorities should follow a process that is transparent and accountable to the public. For instance, 

checks and balances should be put into place that prevent access of surveillance equipment by 

national intelligence agencies when it is meant to be accessed only by local police.172   

 

Though none of these suggestions by themselves can stop the spread of surveillance technology 

around the world, together they can potentially mitigate future abuses.  

 

The global state of freedom of expression and human rights is deteriorating. To date, over one 

hundred countries have bought, imitated, or been trained by Russia and China in information 

control. Given this trend, democracies need to serve as a bulwark against authoritarian uses of 

technology and show the world that it is possible for countries to combat crime and ensure national 

security without weakening cybersecurity — or the privacy of their citizens. This will certainly not be 

an easy task, but it is one worth striving towards. For if democracies do not take action, who else will 

be?     
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APPENDIX A: DIFFUSION TABLE 

 
Regime 
type 

Filtering or 
surveillance 
technology 

Imitation  Training  

Countries  China Russia China Russia China Russia 

Algeria  
C(1) R(1) 

 
A173 

 
X174 
 

 
X175 

    

Angola 
C(2) 

 
A 

 
X176 

 
 

   
X177 
 

 

Antigua and 
Barbuda 
C(1) 

 
/ 

     
X178 

 

Argentina 
C(2) 

 
D 

 
X179 
 

    
X180 

 

Armenia 
C(1) 

 
H 
 

     
X181 

 

Australia  
C(1) 

 
D 

     
X182 
 

 

Azerbaijan  
C(1) R(2) 

 
A 

 
X183 
 

 
X184 

  
     X185 
 

  

Bahamas 
C(1) 

 
/ 

     
X186 
 

 

Bangladesh 
C(1) 

 
H 

     
X187 
 

 

Barbados 
C(1) 
 

 
/ 

     
      
      X188 

 

Belarus 
C(2) R(2) 

 
A 

 
X189 

 
X190 

  
X191 
 

 
X192 

 
 

Bolivia 
C(1) 

 
H 

 
X193 
 

     

Botswana 
C(1) 

 
D 

     
X194 
 

 

Brazil 
C(1) 

 
D 

 
X195 
 

     



 

34  

 
Regime 
type 

Filtering or 
surveillance 
technology 

Imitation  Training  

Countries  China Russia China Russia China Russia 

Cambodia 
C(2) 

 
A 

 
X196 

    
X197 
 

 

Cameroon  
C(2) 
 

 
A 

 
X198 
 
 

    
X199 
 
 

 

Chad  
C(1) 

 
A 

     
X200 
 

 

Central 
African 
Republic 
C(1) 
 

 
A 

     
X201 

 

Chile  
C(1) 

 
D 

 
X202 
 

     

China 
R(1) 

 
A 

 
N/A 

  
N/A 

 
X203 
 

 
N/A 

 
 

Colombia 
C(2) R(1) 

 
D 

 
X204 
 

 
X205 

   
X206 

 

Comoros 
R(1) 

 
A 
 

  
X207 

    

Congo 
C(1) 
 
 

 
A 

     
 X208 

 

Côte d’Ivoire  
C(2) 
 

 
H 

 
X209 
 

    
 X210 

 

Cuba  
C(1) R(1) 

 
A 

 
X211 

 
X212 
 

    

Dominica 
C(1) 

 
/ 

     
 X213 
 

 

Ecuador 
C(2) R(1) 

 
D 

 
 X214 

 
 X215 

 
 

  
X216 
 
 

 

Egypt 
C(3) 

 
A 
 

 
 X217 

  
 X218 

  
 X219 
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Regime 
type 

Filtering or 
surveillance 
technology 

Imitation  Training  

Countries  China Russia China Russia China Russia 

Eritrea 
C(1) 
 
 
 
 

 
A 

     
 X220 

 

Ethiopia 
C(2) 

 
A 

 
 X221 

    
 X222 
 

 

France 
C(1) 

 
D 

 
 X223 
 

     

Gambia 
C(1) 

 
H 

     
 X224 
 

 

Germany 
C(1) 

 
D 

 
 X225 
 

     

Ghana 
C(2) 
 

 
D 

 
 X226 

    
 X227 

 

Grenada 
C(1) 
 

 
/ 

     
 X228 

 

Guinea 
C(1) 

 
A 

     
 X229 
 

 

Guyana 
C(1) 

 
D 

     
 X230 
 

 

Hungary 
C(1) 
 

 
D 

 
X231 

     

India  
C(1) R(1) 

 
D 

 
 

 
X232 
 

   
X233 

 

Indonesia 
C(2) 
 

 
D 
 

 
 X234 

    
 X235 

 

Iran 
C(3) 

 
A 

 
 X236 

  
 X237 
 

  
X238 

 

Iraq 
C(1) 

 
H 

 
X239 

     

Ireland 
C(1) 

 
D 

 
X240 
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Regime 
type 

Filtering or 
surveillance 
technology 

Imitation  Training  

Countries  China Russia China Russia China Russia 

Jordan 
C(1) 

 
A 

 
X241 
 

     

Italy 
C(1) 

 
D 

 
X242 
 

     

Jamaica 
C(1) 

 
D 

     
 X243 
 

 

Kazakhstan 
C(2) R(2) 
 
 

 
A 

 
 X244 

 
X245 

  
X246 

 
X247 

 
 

Kenya 
C(2) 

 
H 

 
X248 
 

    
X249 

 

Kyrgyzstan 
C(2) R(2) 

 
H 

 
 X250 

 
 X251 

  
 X252 
 

 
X253 

 

Laos 
C(2) 

 
A 

 
 X254 
 

    
 X255 

 

Lesotho 
C(1) 

 
D 

     
 X256 
 

 

Liberia 
C(1) 

 
H 

     
 X257 
 

 

Libya 
C(1) 

 
A 

 
 X258 
 

     

Lithuania 
R(1) 

 
D 

  
X259 
 

    

Malawi 
C(1) 

 
H 

     
 X260 
 

 

Malaysia 
C(3) 

 
D 

 
X261 

  
X262 

  
X263 
 

 

Maldives  
R(1) 

 
/ 

  
X264 
 

    

Mali 
C(1) 

 
H 

     
 X265 
 

 

Mauritius 
C(1) 
 

 
D 

 
X266 
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Regime 
type 

Filtering or 
surveillance 
technology 

Imitation  Training  

Countries  China Russia China Russia China Russia 

Mexico 
C(1) R(1) 

 
D 

 
 X267 

 
 X268 
 

    

Moldova 
C(1) R(1) 

 
H 

 
X269 
 

   
 X270 

  

Mongolia 
C(2) 

 
D 

 
X271 
 

    
X272 
 

 

Morocco 
C(2) 

 
H 

 
X273 

    
X274 
 

 

Mozambiqu
e 
C(2) 
 

 
A 

 
X275 

    
X276 

 

Myanmar  
C(2) 

 
A 

 
X277 

    
X278 
 

 

Nepal 
R(1) 

 
H 

  
X279 
 

    

Netherlands 
C(1) 

 
D 

 
X280 
 

     

Nicaragua 
R(1) 

 
A 

  
X281 
 

    

Niger  
C(2) 

 
A 

 
 X282 

    
 X283 
 

 

Nigeria 
C(2) 

 
H 

 
 X284 

    
X285 
 

 

Norway 
C(1) 

 
D 

 
X286 
 

     

Pakistan 
C(2) 
 
 

 
H 

 
X287 

    
 X288 

 

Palestine  
R(1) 

 
H 

  
X289 
 

    

Peru 
C(1) 

 
D 

     
X290 
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Regime 
type 

Filtering or 
surveillance 
technology 

Imitation  Training  

Countries  China Russia China Russia China Russia 

Philippines 
C(2) 

 
D 

 
X291 

    
X292 
 

 

Poland 
C(1) 

 
D 

 
X293 
 

     

Romania 
C(1) 

 
D 

 
X294 
 

     

Russia 
C(3) 

 
A 

 
X295 
 

 
N/A 

 
X296 

 
N/A 

 
X297 

 
N/A 

Rwanda 
C(1) 

 
A 

 
 

    
X298 
 

 

Saudi Arabia 
C(2) R(1) 

 
A 
 

 
 X299 

 
 X300 

   
X301 

 

Senegal  
C(1) 

 
D 

 
X302 
 

     

Serbia 
C(1) 

 
D 
 

 
X303 

 
 
 

    

Seychelles 
C(1) 

 
/ 

     
 X304 
 

 

Sierra Leone  
C(2) 

 
H 

 
 X305  
 

    
 X306 

 

Singapore 
C(2) R(1) 

 
D 

 
 X307 

 
 X308 
 

   
X309 

 

South Africa 
C(2) 

 
D 

 
X310 

 
 

   
X311 
 

 

South Korea 
C(2) 

 
D 

 
 X312 
 

    
 X313 

 

South Sudan 
C(1) 

 
/ 
 

     
 X314 

 

Spain 
C(1) 
 

 
D 

 
 X315 

     

Sri Lanka 
C(2) 

 
D 

 
X316 

    
X317 
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Regime 
type 

Filtering or 
surveillance 
technology 

Imitation  Training  

Countries  China Russia China Russia China Russia 

Sudan 
C(2) 

 
A 

 
X318 
 
 

    
 X319 

 

Suriname 
C(1) 

 
D 
 

     
 X320 

 

Tajikistan 
C(2) R(1) 
 
 

 
A 

 
 X321 

 
 X322 

   
X323 
 
 

 

Tanzania 
C(3) 

 
H 

 
X324 
 

  
 X325 

  
 X326 

 

Thailand 
C(3) R(1) 

 
H 

 
X327 
 

 
 X328 

 
 X329 

  
 X330 

 

Trinidad and 
Tobago 
C(2) 
 

 
D 

 
X331 

    
 X332 

 

Turkey 
C(2), R(1) 

 
H 

 
 X333 

 
 X334 

   
X335 
 

 

Turkmenista
n 
C(1), R(1) 

 
A 

 
 

 
 X336 

   
 X337 
 
 

 

Uganda  
C(3) 

 
H 

 
X338 
 
 

  
X339 
 

  
 X340 

 

Ukraine 
C(1), R(2) 

 
H 

 
X341 
 

 
 X342 

  
 X343 

  

United Arab 
Emirates  
C(1) 

 
A 

 
 X344 

     

United 
Kingdom 
C(2) 
 

 
D 

 
 X345 

    
X346 
 

 

United 
States of 
America 
C(2), R(1) 

 
D 

 
 X347 

 
 X348 

   
 X349 

 

Uruguay 
C(1) 

 
D 

 
X350 
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Regime 
type 

Filtering or 
surveillance 
technology 

Imitation  Training  

Countries  China Russia China Russia China Russia 

Uzbekistan 
C(2) R(2) 

 
A 

 
 X351 

 
 X352 

  
 X353 

 
X354 
 

 
 
 

Venezuela 
C(3) 

 
A 

 
 X355 

  
 X356 

  
X357 
 

 

Vietnam 
C(2) 

 
A 

   
 X358 

  
 X359 
 

 

Yemen 
R(1) 

 
A 

  
X360 
 

    

Zambia 
C(3) 

 
H 

 
 X361 
 

  
X362 

  
 X363 

 

Zimbabwe 
C(3) 
 
 
 
 
 
 
 

 
A 

 
 X364 

  
 X365 

  
X366 
 
 

 

Total (out of 
110) 

 73 26 11 8 75 0 

 
 Russian 
diffusion 
 

  
 Russian information controls diffused to 28 countries 
 

 
 Chinese 
diffusion 
 

  
 Chinese information controls diffused to 102 countries 
 

 
Combined 
diffusion 

  
Russian and Chinese information controls diffused to 110 countries 
(this includes the Russian model diffusing to China and vice versa). 
Information controls were exported to 41 democracies, 24 hybrid 
regimes, 37 authoritarian regimes. The Economist’s regime type 
database does not provide the regime type of 8 studied countries. 
Those are Antigua and Barbuda, Bahamas, Barbados, Dominica, 
Grenada, Maldives, Seychelles, and South Sudan. 
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APPENDIX B: LIST OF CHINESE COMPANIES  

Company 
 
Type of technology/involvement 
 

Based in Reaches 

 
Alcatel-Lucent 
Shanghai Bell Co. 
 

 
SORM compatible equipment 

 
Shanghai 

 
Kazakhstan 

 
Alibaba Group 
 

 
AI-enabled traffic management 
control system 
 

 
Hangzhou 

 
Malaysia 

 
Baifendian / Percent 
Corporation 
 

 
Big database managing systems 
powered by AI 

 
Beijing 

 
Angola 

 
CEIEC (China 
National Electronics 
Import & Export 
Corporation 
 

 
 
Safe cities 

 
 
Beijing 

 
 
Ecuador, Trinidad and 
Tobago, Uganda, 
Venezuela 

 
CloudWalk 
Technology 
 

 
Facial recognition cameras 
 

 
Beijing 

 
Zimbabwe 

 
Dahua Technology 
Co. 
 

 
Facial recognition cameras 

 
Hangzhou 

 
Tanzania 

 
Hikvision 
 

 
Facial recognition cameras 
 

 
Hangzhou 

 
Argentina, Brazil, 
Egypt, Ireland, Jordan, 
Myanmar, South 
Africa, South Korea, 
Thailand, Ukraine, 
United Kingdom, 
Zimbabwe 
 

 
Huaneng Industry 

 
Supports media trainings 

 
Beijing 
 

 
Bangladesh, Malaysia 
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Company 
 
Type of technology/involvement 
 

Based in Reaches 

 
Huawei 

 
Censorship technology, facial 
recognition cameras, safe cities, 
helps governments access 
encrypted communications 
 

 
Shenzhen 

 
Algeria, Azerbaijan, 
Belarus, Bolivia, 
Cameroon, Chile, 
Colombia, Côte 
d’Ivoire, Cuba, 
Ecuador, Egypt, 
France, Germany, 
Ghana, Hungary, 
Indonesia, Iran, Iraq,  
Italy, Kenya, Laos, 
Mexico,  Moldova, 
Morocco, 
Mozambique, Niger, 
Nigeria, Netherlands, 
Norway, Pakistan, 
Philippines, Poland, 
Russia, Saudi Arabia, 
Serbia, Singapore, 
Spain, Tajikistan,  
Tanzania, Thailand,  
Trinidad and Tobago, 
Turkey, Uganda, 
Ukraine, United Arab 
Emirates, United 
States, Venezuela, 
Zambia 
 

 
Meiya Pico 

 
Digital forensics and 
cybersecurity training 
 

 
Xiamen 

 
Argentina, Armenia, 
Bangladesh, Belarus, 
Cambodia, Colombia, 
Ecuador, Egypt, India, 
Indonesia, 
Kazakhstan, 
Kyrgyzstan, Laos, 
Malaysia, Mongolia, 
Morocco, Myanmar, 
Pakistan, Philippines, 
Russia, Saudi Arabia, 
Singapore, South 
Africa, Thailand, 
Tajikistan, 
Turkmenistan, Turkey, 
Uzbekistan, United 
Kingdom, Vietnam 
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Company 
 
Type of technology/involvement 
 

Based in Reaches 

 
SenseTime 

 
Dynamic face recognition people 
control system 
 

 
Beijing 
 

 
Mongolia 

 
Yitu 
 

 
Facial recognition cameras 

 
Shanghai 

 
Malaysia 

 
ZTE 

 
Censorship technology, safe cities 
 
 
 

 
Shenzhen 

 
Belarus, Ethiopia, 
Libya, Romania, 
Senegal, Sierra Leone 
Sri Lanka, Sudan, 
Uruguay, Venezuela, 
Zambia  
 

 

 

 

APPENDIX C: LIST OF CHINA-RELATED ENTITIES  

 
Entity  

 
Role 
 

 
Based in 

 
Reaches 

 
Australia – China 
Relations Institute 
 

 
Organised journalist study tours 
to China 

 
Sydney, Australia 

 
Australia 

 
China’s Embassy in 
the Philippines 

 
Media trainings of journalists and 
officials 
 

 
Beijing 

 
Philippines 

 
China International 
Publishing Group 
 

 
Media trainings of journalists and 
officials 
 

 
Beijing 

 
Philippines 
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Entity  

 
Role 
 

 
Based in 

 
Reaches 

 
China Public 
Diplomacy 
Association 
 

 
Coordinates media trainings 

 
Beijing 

 
Angola, Antigua and 
Barbuda, Bahamas, 
Barbados, 
Botswana, 
Cameroon, Chad, 
Central African 
Republic, Congo, 
Côte d’Ivoire, 
Dominica, Egypt, 
Eritrea, Gambia, 
Ghana, Grenada,  
Guinea, Guyana, 
Jamaica, Kenya, 
Lesotho, Liberia, 
Malawi, Mali,  
Mozambique, Niger, 
Nigeria, Pakistan, 
Rwanda, Seychelles, 
Sierra Leone, South 
Africa, South Sudan, 
Sudan, Suriname, 
Uganda 
 

 
China – United 
States Exchange 
Foundation 
 

 
Organised journalist tours to 
China 

 
Hong Kong 

 
United States 

 
Communication 
University of China 
 

 
Conducts media trainings 

 
Beijing 

 
Bangladesh, 
Malaysia 

 
Information Council 
/ State Council 
Information Office 
 

 
Sharing of information control 
techniques with officials and 
journalists  

 
Beijing 

 
Iran, Philippines 

 
Guangxi Communist 
Party’s Personnel 
Unit 
 

 
Operates the Baise Executive 
Leadership Academy  

 
Guangxi region 

 
Laos, Myanmar, 
Vietnam 

 
Ministry of 
Commerce 
 

 
Media trainings of journalists and 
officials 
 

 
Beijing 

 
Philippines 
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Entity  

 
Role 
 

 
Based in 

 
Reaches 

 
Ministry of 
Education 
 

 
Supports media trainings 
 

 
Beijing 

 
Bangladesh, 
Malaysia 

 
Ministry of Foreign 
Affairs 
 

 
Supports media trainings 

 
Beijing 

 
Bangladesh, 
Malaysia 

 
Ministry of Public 
Security 

 
Cooperation on surveillance 
equipment with Cambodian law 
enforcement 
 

 
Beijing 

 
Cambodia 

 
People’s Liberation 
Army Intelligence 
Division 
 

 
Training of officials in information 
controls 

 
Beijing 

 
Sri Lanka 

 
Tsinghua University 
 

 
Global business journalism 
programme 
 

 
Beijing 

 
South Korea 

 

 

 

APPENDIX D: LIST OF RUSSIAN COMPANIES  

Company  
 
Type of technology/involvement 
 

Based in Reaches 

 
Analytical Business 
Solutions  
 

 
Tools to analyse open source data 
in forums and social media 
platforms 
 

 
Moscow 

 
Belarus, Kazakhstan 

 
iTeco 
 

 
Tools to analyse open source data 
in forums and social media 
platforms 
 

 
Moscow 

 
Kazakhstan 

 
MFI - Soft 

 
SORM equipment 
 

 
Nizhny Novgorod and 
Moscow 

 
Kazakhstan, 
Tajikistan, 
Uzbekistan 
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Company  
 
Type of technology/involvement 
 

Based in Reaches 

 
Oniks – Line 

 
SORM equipment 
 
 

 
Moscow 

 
Kyrgyzstan 

 
Oxygen Software 
 

 
Mobile forensics 

 
Moscow 

 
Kazakhstan, 
Uzbekistan 
 

 
Protei 
 

 
SORM equipment 

 
St. Petersburg 

 
Comoros, Cuba, 
Kazakhstan, 
Palestine, Tajikistan, 
Uzbekistan 
 

 
Signatek 
 

 
SORM equipment 

 
Novosibirsk 

 
Kyrgyzstan 

 
Speech Technology 
Center (STC) / 
SpeechPro 
 

 
Audio forensics / facial 
recognition 

 
St. Petersburg 

 
Algeria, Colombia, 
Ecuador, India, 
Kazakhstan, 
Maldives, Mexico, 
Nepal, Saudi Arabia, 
Singapore, 
Turkmenistan, 
Turkey, United 
States, Uzbekistan, 
Yemen 
 

 
VAS Experts 

 
SORM equipment 
 

 
St. Petersburg 

 
Azerbaijan, 
Kazakhstan, 
Lithuania, 
Nicaragua, 
Uzbekistan 
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