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Key Findings
Internet shutdowns have risen 
dramatically in India in recent years, 
particularly in India’s Northern and 
North-Eastern states. With 230 internet 
shutdowns, the situation is worst in the 
state (now union territory) of Jammu and 
Kashmir. 

The official narrative that internet 
shutdowns in India have become 
“increasingly targeted and precise” is 
only partially supported by evidence as 
the average duration of shutdowns has 
increased over time.    

Rather than addressing a law-and-order 
problem caused by online fake news and 
misinformation (as suggested by officials), 
the use of internet shutdowns in India is 
an inherently political problem. 

Understanding the decision-making 
process behind the issuance of 
shutdowns requires looking beyond the 
official regulatory framework given that 
the specified rules are often not followed 
and the individuals authorized to order 
a shutdown are highly susceptible to 
political manipulation. 

Internet shutdowns have become a first 
– instead of a last – resort for officials 
challenged with communal or social 
unrest.

Shutdowns are issued in India to suppress 
protest and hide human rights abuses. 
Their issuance during protests against 
the Citizenship Amendment Act, primarily 
in BJP-states, is illustrative of how this 
tool is used as a means to clamp down 
on peaceful assembly.

Outside of Jammu and Kashmir, internet 
shutdowns are seldom issued in India 
during or prior to elections. Most likely, 
this is because officeholders fear to be 
punished at the ballot box for issuing an 
internet shutdown. 

Regarding shutdowns in Jammu and 
Kashmir, these instances are primarily 
utilized in an effort to suppress collective 
action and hide human rights abuses by 
security forces. On a more symbolic level, 
longer shutdowns in the region also 
serve as a collective punishment for the 
Kashmiris who strive for greater political 
recognition.

Communal tensions are an important 
trigger for the internet shutdowns. Rather 
than erupting spontaneously, these 
tensions are often deliberately provoked 
by groups that benefit from communal 
polarization. 

Internet shutdowns occur more often 
in BJP-ruled states than in states where 
the party is not in power: The probability 
of an internet shutdown is 3.5 times 
higher if a district is ruled by a BJP state 
government. 
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Introduction
Widely known as the world’s largest 
democracy, India also holds the dubious 
distinction of having the highest number 
of internet shutdowns. In 2020 alone, 115 
shutdowns were issued in the country (by 
contrast Yemen, the nation with the second 
highest frequency of shutdowns, had only 
six).1 Perhaps just as troubling, the frequency 
of internet shutdowns in India has increased 
dramatically in recent years. According to 
the Software Freedom Law Center, India (an 
Indian NGO working to defend digital rights), 
there were only six shutdowns in the country 
in 2014. Every year since 2018, however, there 
have been at least 100. 

When a shutdown takes place in India, 
government officials usually attempt to justify 
the measure as either a means to prevent 

social unrest and ethnic clashes or a move 
to restore law and order. But critics remain 
skeptical, pointing to the massive societal, 
economic, and psychological repercussions 
wrought by shutdowns, and emphasizing that 
such an authoritarian practice only serves to 
limit the free flow of information and silence 
dissent. Given the importance of this issue 
and its effect on the world’s second largest 
populace, this report seeks to provide further 
insight and a better understanding into 
India’s internet shutdowns. In particular, who 
is responsible for issuing these shutdowns? 
Under what laws are they justified? Where do 
they occur? How long do they last? And what 
type of internet do they disable? Ultimately 
these questions build to the most important 
one of all: why are shutdowns issued so often 
in a purportedly democratic state?

1 • Taye, B. & Access Now. (2021, March). Shattered Dreams and Lost Opportunities. A year in the fight to #KeepItOn. 
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Methods
This report draws on fieldwork conducted in 
the states of Rajasthan and West-Bengal in 
early 2020. These states were selected for 
three primary reasons. First, both Rajasthan 
and West-Bengal faced numerous internet 
shutdowns between October 2015 and 
September 2020 (68 and 12, respectively), 
permitting a more in-depth examination 
of the decision-making processes behind 
their issuance. Second, both states were 
safe enough for meaningful fieldwork to be 
conducted within their borders (by contrast, 
Jammu & Kashmir was completely sealed off 
from the rest of India during the research 
period). Third, the Software Freedom Law 
Center, India (SFLC.in) had research assistants 
in both Rajasthan and West-Bengal who 
provided logistical and organizational support 
for the report. 

In conducting research, eight interviews were 
held with government officials who either had 
the authority to issue an internet shutdown or 
were close to those who had. Of these eight, 
three were with the Indian Administrative 
Service officers (IAS), four were with the 
Indian Police Service (IPS) and one was with 
the State Police Service (SPS). In addition, 33 
interviews were held with activists, journalists, 
and academics. All interviewees were given 
the option to remain anonymous, which some 
chose to do. 

In addition to fieldwork research, this 
report also relies on quantitative internet 
shutdown data from the SFLC.in.2 The Indian 
government does not formally announce 
internet shutdowns either before or after they 
happen,3 so the SFLC.in’s database is drawn 
from national and international news reports, 
as well as individual reports. All individual 
reports on internet shutdowns are verified 
through corroborating reports from other 
sources. In cases of conflicting reports, the 
SFLC.in verifies its information from primary 
sources in the affected areas.   

2 • Software Freedom Law Centre, India. (2020). Internet shutdowns in India. https://internetshutdowns.in/.
3 • Rajya Sabha. (2020, March 19). Unstarred Question No. 2897.
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What is an internet 
shutdown?

Over the years, nations across the world 
have used a wide array of measures in their 
attempts to control cyberspace. Whereas 
early state controls were mostly “defensive” in 
nature (focusing on the consistent censoring 
of content deemed to be sensitive), recent 
controls such as surveillance, targeted 
espionage, and counter-information 
campaigns are more “offensive” in nature.4 
And while the first generation of state controls 
strove to permanently block information, 
modern restrictions on content have become 
more dynamic and case-specific, often 
permitting restrictions to respond to changing 
political circumstances. During politically 
sensitive moments today, such as protests, 
violence, or elections, blocking states tend to 
temporarily restrict access to either particular 
content or, in the case of shutdowns, the 
entire internet. 

For the purposes of this report, an internet 
shutdown is understood as “a government-
imposed disablement of access to the Internet 
as a whole within a particular locality or localities 
for any duration of time.” 5 

Notably, this definition only includes 
government-imposed orders – not shutdowns 
that are the result of technical failures or 
those that are imposed by non-state actors. 
Additionally, this report’s definition of what 
constitutes a shutdown concerns only blanket 
access to the internet as a whole, and thus 
does not include instances where specific 
content and/or services are disabled. A 
selective ban on a platform like Facebook 
or Twitter therefore does not count as an 
“internet shutdown” for the purposes of this 
analysis. 

4 • Deibert, R., J. Palfrey, R. Rohozinski & J. Zittrain. (2010). Access Controlled: The Shaping of Power, Rights, and Rule in Cyberspace. 
Cambridge, Massachusetts: The MIT Press.
5 • Software Freedom Law Centre, India. (2018). Living in Digital Darkness: A Handbook on Internet Shutdowns.  
https://sflc.in/living-digital-darkness-handbook-internet-shutdowns-india.

1.   
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6 • West, D.M. (2016). Internet shutdowns cost countries $2.4 billion last year. Brooking.  
https://www.brookings.edu/research/internet-shutdowns-cost-countries-2-4-billion-last-year/; Kathuria, R., M. Kedia, G. Varma, K. 
Bagchi, & R. Sekhani. (2018). The anatomy of an Internet blackout: Measuring the economic impact of Internet shutdowns in 
India. Indian Council for Research on International Economic Relations (ICRIER). http://icrier.org/pdf/Anatomy_of_an_Internet_
Blackout.pdf; Collaboration on International ICT Policy in East and Southern Africa. (2019). Despots and disruptions: Five 
dimensions of Internet shutdowns in Africa. https://cipesa.org/?wpfb_dl=283; Mawii, Z., R. Srivastava, S. Lal & B.P. Abraham 
(2018). Kept in the dark: Social and psychological impacts of network shutdowns in India.  
https://www.defindia.org/wp-content/uploads/2018/02/Kept-in-the-Dark.pdf; S. K., Chinmayi, & R. Lakshané, R. (2018). Of sieges 
and shutdowns: How unreliable mobile networks and intentional Internet shutdowns affect the lives of women in Manipur. 
Bangalore, India: The Bachchao Project. 
http://thebachchaoproject.org/of-sieges-and-shutdowns/; Purdon, L., A. Ashraf, A. & B. Wagner (2015). Security v. access: The 
impact of mobile network shutdowns, case study Telenor Pakistan. Philadelphia, PA: Center for Global Communication Studies, 
University of Pennsylvania. https://www.ihrb.org/uploads/reports/2015-09%2C_IHRB_Report%2C_Security_v_Access_-_The_Impact_
of_Mobile_Network_Shutdowns.pdf.
7 • Hassanpour, N. (2014). Media Disruption and Revolutionary Unrest: Evidence From Mubarak’s Quasi-Experiment. Political 
Communication, 31(1), 1-24; Hassanpour, N. (2016). Leading from the Periphery and Network Collective Action. Cambridge, UK: 
Cambridge University Press. 
8 • Rydzak, J., M. Karanja, M. & N. Opiyo. (2020). Dissent Does Not Die in Darkness: Network Shutdowns and Collective Action in 
African Countries. International Journal of Communication, 14, 4264–4287.
9 • Rydzak, J. (2019). Of blackouts and bandhs: The strategy and structure of disconnected protest in India.  
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3330413.
10 • Rydzak, J., M. Karanja & N. Opiyo (2020). Dissent Does Not Die in Darkness: Network Shutdowns and Collective Action in 
African Countries. International Journal of Communication, 14, 4264–4287.
11 • Wagner, B. (2018). Understanding Internet Shutdowns: A Case Study from Pakistan. International Journal of Communication, 
12: 3917-3938.
12 • Howard, P. N., S.D. Agarwal & M.M. Hussain. (2011). When Do States Disconnect Their Digital Networks? Regime 
Responses to their Political Uses of Social Media. The Communication Review, 14(3), 216-232.

1.1 Consequences of shutdowns

Existing research on internet shutdowns, in 
India and beyond, focuses primarily on the 
consequences of these events (as opposed 
to their causes). In an effort to dissuade 
governments from using shutdowns as a 
tool to control information flows, various 
studies have demonstrated the severe 
economic, social, and psychological impacts 
of these events.6 Political consequences 
of internet shutdowns have also been 
examined, raising doubt over their purported 
effectiveness from a government point of 
view. For instance, research has shown that 
by empowering radical “peripheral leaders,” 
internet shutdowns in Egypt and Syria actually 
promoted mobilization rather than stalling 
it as intended.7 A similar study also found 
that shutdowns in Africa were subsequently 
followed by escalations in pre-existing 
protests.8 Refuting an often heard claim by 
Indian officials that shutdowns are necessary 
to restore public order, a recent study by Jan 
Rydzak demonstrated that India’s shutdowns 

are often followed by violent collective action, 
which require less communication and 
coordination than peaceful demonstrations.9

1.2 Causes of shutdowns

In contrast to the above examinations of 
shutdown consequences, far less attention has 
been devoted to their causes. Nevertheless, 
some guidance does exist from studies 
assessing which governments (or parts of 
the government) are most likely to issue a 
shutdown and for what reasons. In cases for 
which attribution has been possible, shutdown 
orders often derive from central authorities 
in the highest echelons of power.10 In Congo 
and Cameroon for instance, shutdown orders 
come from institutions close to the presidency, 
while in Pakistan shutdown orders stem 
directly from the powerful military.11 In terms 
of government type, most governments that 
issue shutdowns are non-democratic nature.12 
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For example, one study found that all of Africa’s 
internet shutdowns between 2014 and 2019 
were issued by either hybrid or authoritarian 
regimes (not a single African democracy 
issued a shutdown during that time).13

Unpacking the actual reasons for why 
governments issue internet shutdowns 
requires making a distinction between the 
official justifications and, although hard to 
verify, their true motivation. In the majority 
of cases, proffered government justifications 
focus on two often interrelated themes: 
protecting public order and preventing the 
spread of misinformation.14 In the run-up to 
Benin’s elections for instance, the internet was 
shut down just after the government issued 
a warning about online fake news.15 Similarly, 
the governments of Pakistan, Cameroon, and 
Ethiopia often refer to impending threats 
to national order and security in justifying 
their shutdowns.16 Unsurprisingly, advocacy 
groups tend to respond skeptically towards 
these justifications, and Access Now’s 2018 
#Keepiton report goes so far as to separate 
the “official” reasons from the “actual” reasons 
for internet shutdowns.17 

Most academic observers are also inclined 
to take the official narratives surrounding 
shutdowns with a grain of salt, although 
recent concerns over social media companies’ 
slow and inadequate handling of online hate 
speech have made some commentators 
somewhat more cautious in condemning the 
issuance of shutdowns.18

While the true government intentions behind 
a specific shutdown may differ on a case-
by-case basis, three general explanations 
predominate the existing literature. First 
and foremost, internet shutdowns are seen 
as a tool to prevent or contain protests that 
threaten to challenge the government. 
Egypt’s 2011 nation-wide internet shutdown 
amidst the Arab Spring is a prime example, 
while more recent shutdowns during protests 
include Congo-Brazzaville (2015), Togo (2017), 
the DRC (2018), Nicaragua (2018), Chad (2019) 
Iran (2019), Iraq (2019), Zimbabwe (2019), and 
Belarus (2020).19 Second, particularly in Africa, 
internet shutdowns are employed during 
contested elections to thwart protests and 
conceal electoral malpractices. 

13 • Collaboration on International ICT Policy in East and Southern Africa. (2019). Despots and disruptions: Five dimensions of 
Internet shutdowns in Africa. https://cipesa.org/?wpfb_dl=283.
14 • Marchant, E. & N. Stremlau (2020). A Spectrum of Shutdowns: Reframing Internet Shutdowns From Africa. International 
Journal of Communication, 14, 4331.
15 • NetBlocks. (2019, May 1). New Internet disruption in Benin amid riots following elections.  
https://netblocks.org/reports/new-internet-disruption-in-benin-amid-riots-following-elections-W80ZKLBK.
16 • Wagner, B. (2018). Understanding Internet Shutdowns: A Case Study from Pakistan. International Journal of Communication, 
12: 3927; Marchant, E. & N. Stremlau. (2019). Africa’s Internet shutdowns: A report on the Johannesburg workshop.
http://pcmlp.socleg.ox.ac.uk/wp-content/uploads/2019/10/Internet-Shutdown-Workshop-Report-171019.pdf. 
17 • Taye, B. & Access Now. (2019, July). The state of Internet shutdowns around the world: The 2018 #KeepItOn Report.  
https://www.accessnow.org/cms/assets/uploads/2019/07/KeepItOn-2018-Report.pdf. 
18 • Marchant, E. & N. Stremlau (2020). A Spectrum of Shutdowns: Reframing Internet Shutdowns From Africa. International 
Journal of Communication, 14, 4331; De Gregorio, G. & N. Stremlau (2020). Internet shutdowns and the limits of the law. 
International Journal of Communication, 14, 4224–4243; Wong, J. C. & K. Paul. (2019, April 22). Sri Lanka’s social media blackout 
reflects sense that online dangers outweigh benefits. The Guardian. https://www.theguardian.com/world/2019/apr/22/sri-lankas-
social-media-blackout-reflects-sense-that-online-dangers-outweigh-benefits.
19 • Taye, B., & Access Now. (2019, July). The state of Internet shutdowns around the world: The 2018 #KeepItOn Report. 
https://www.accessnow.org/cms/assets/uploads/2019/07/KeepItOn-2018-Report.pdf; Taye, B. & Access Now. (2020, February 24). 
Targeted, Cut Off, and Left in the Dark. The 2019 #KeepItOn Report. https://www.accessnow.org/cms/assets/uploads/2020/02/
KeepItOn-2019-report-1.pdf; Collaboration on International ICT Policy in East and Southern Africa. (2019). Despots and 
disruptions: Five dimensions of Internet shutdowns in Africa. https://cipesa.org/?wpfb_dl=283.
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In 2015-16, half of the elections in Sub-Saharan 
Africa took place amidst an internet blackout.20 

Similarly, voters in Bangladesh (2018), the 
DRC (2019), Benin (2019), and Uganda (2021) 
were also unable to go online on election 
day. Third, internet shutdowns are also used 
as a punitive, disciplinary tool for suppressed 
groups struggling to obtain greater political 
recognition. Already marginalized groups 
in Pakistan’s Balochistan, English-speaking 
Cameroon, China’s Xinjang, and Myanmar’s 
Rakhine have all been disconnected from the 
internet, often for long periods of time, in 
order to make it more difficult to document 
their existence or the human rights violations 
committed against them.21 Notably, these 
three core explanations for internet shutdowns 
are not mutually exclusive, and shutdowns can 
be issued with any combination of the three 
in mind. 

20 • Freyburg, T. & L. Garbe. (2018). Blocking the bottleneck: 
Internet shutdowns and ownership at election times in sub-
Saharan Africa. International Journal of Communication, 12, 
3896-3916. 
21 • Wagner, B. (2018). Understanding Internet Shutdowns: 
A Case Study from Pakistan. International Journal of 
Communication, 12, 3932.
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How are internet 
shutdowns issued in 
India?

2.1 Legal framework

India’s federal state system consists of 28 
states and 9 union territories. In union 
territories, the national Government of India 
is responsible for maintaining law order. 
In states, the elected state government is 
tasked with that job, passing down orders 
to key district-level officials in charge of law 
enforcement: the district magistrate (the 
DM) and the superintendent of the police 
(the SP).22 Until 2017, the DM was authorized 
under Section 144 of the Criminal Procedure 

Code (CrPC) to issue an internet shutdown 
if he/she was of the opinion that such an 
order was likely to prevent, or tended to 
prevent, “obstruction, annoyance or injury to 
any person lawfully employed, or danger to 
human life, health or safety, or a disturbance 
of the public tranquillity, or a riot or an affray.” 
Once issued, no mechanism existed to review 
the legality of the internet shutdown.23

22 • Wilkinson, S.I. (2004). Votes and Violence: Electoral Competition and Ethnic Riots in India. Cambridge, UK: Cambridge 
University Press, 65.
23 • Nazak, N. (2018). The legal disconnect: An analysis of India’s Internet Shutdown Laws. IFF Working Paper No. 1/2018, 5. 

2.   
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In 2017, however, new rules on internet 
shutdowns were issued under Section 7 of the 
Indian Telegraph Act, 1885. Under the new 
Temporary Suspension of Telecom Services 
(Public Emergency or Public Safety) Rules, the 
powers for issuing a shutdown due to a “public 
emergency” (defined as “the prevailing of a 
sudden condition or state of affairs affecting the 
people at large calling for immediate action”)24 
or in the interest of “public safety” (defined as 
“the state or condition of freedom from danger 
or risk for the people at large”)25 were placed 
higher up in the administrative system. Under 
the new rules, each State Home Secretary 
is now the responsible officer for issuing 
shutdowns in their state. In union territories, 
the Union Home Secretary (falling under the 
Ministry of Home Affairs) is tasked with the 
job. Emergency orders can still be issued by 
officers of the rank of Joint Secretary or above, 
but such orders must be confirmed by one 
of the abovementioned secretaries within 24 
hours.26 Because DMs are below the level of 
Joint Secretary, they are no longer technically 
authorized to issue a shutdown under the 
new rules.27 Once authorized, however, the 
Divisional Commissioner (DC), who usually 
supervises the functioning of four or five DMs, 
has the required rank to issue an emergency 
order.28

Although the new rules (including the Supreme 
Court of India’s recent judgement that all 
shutdown orders need to be published)29 have 
brought some minor improvements to the 
regulatory framework for issuing shutdowns, 
the overall design and implementation 
process remains fraught with problems. The 
terms under which shutdowns may be issued 
(“public emergency” and “in the interest 
of public safety”) remain overly broad and 
therefore open to subjective interpretation, 
and the newly established review mechanisms 
lack transparency and public oversight. The 
review committee’s meetings take place behind 
closed doors, no minutes of the meetings are 
published afterwards, and all of the committee 
members are part of the executive branch – 
the same arm of government responsible for 
issuing the shutdown in the first place.30

2.2 Non-compliance with the 
new rules

Further scrutiny of the new framework 
reveals that even these flawed procedures 
are often not followed. Shutdown orders are 
still seldom published,31 and DMs continue to 
issue shutdowns under the old rules despite 
the existence of the more recent and more 
specific law which should take precedence 
and preclude them from doing so.32

24 • People’s Union for Civil Liberties v. Union of India. AIR 1997 SC 568.
25 • Ibid.
26 • Software Freedom Law Centre, India. (2018). Living in Digital Darkness: A Handbook on Internet Shutdowns.  
https://sflc.in/living-digital-darkness-handbook-internet-shutdowns-india, 14-15.
27 • Internet Freedom Foundation. (2020, November 10). RTI responses from Andhra Pradesh and Gujarat show compliance 
failure with the Anuradha Bhasin Internet Shutdown decision. https://internetfreedom.in/rti-responses-from-andhra-pradesh-
and-gujarat-show-compliance-failure-with-the-anuradha-bhasin-internet-shutdown-decision/.
28 • Second Administrative Reforms Commission, 15th Report. (2009). https://web.archive.org/web/20100601185542/http://arc.
gov.in/15threport.pdf, 43. 
29 • Anuradha Bhasin v UoI [WP(C) 1031/2019] and Gulam Nabi Azad v UoI [WP(C) 1164/2019].
30 • Nazak, N. (2018). The legal disconnect: An analysis of India’s Internet Shutdown Laws. IFF Working Paper No. 1/2018, 14. 
31 • Internet Freedom Foundation. (2020, 14 July). 6 months after Anuradha Bhasin v. UoI, state governments are still not 
publishing internet shutdown orders #KeepUsOnline. https://internetfreedom.in/publication-internet-shutdown-orders/.
32 • Nazak, N. (2018). The legal disconnect: An analysis of India’s Internet Shutdown Laws. IFF Working Paper No. 1/2018, 16.
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An article in Scroll.in reports that out of the six 
states that issued a shutdown between late 
March and early April 2018, only two states 
followed the new rules (three continued to use 
the old rules, and the other did not respond 
to information requests).33 Responses to Right 
to Information Act (RTI) requests filed by the 
SFLC.in reveal that three of the nine shutdown 
orders from December 2019 were issued 
under the old rules. Interviews held by the 
Indian Council for Research on International 
Economic Relations (ICRIER) with two DMs 
from Gujarat confirmed that shutdowns were 
still issued under the old rules, with one DM 
not even aware that the new rules existed.34

Interviews conducted with officials as research 
for this report indicate similar non-compliance 
with the new rules. According to a former DM 
from an Eastern state, the old rules are still 
used because they are less “burdensome” 
for officials. In the words of the officer, “It is 
basically a method by which a lot of rules can be 
circumvented.” 35 

Although under the new rules only the DC 
can authorize emergency orders, when asked 
about who issues the shutdowns in Jaipur the 
DC of Jaipur responded: 

“The police, in the name of the Superintendent, 
or the DM, makes a request for a shutdown 
to me. They request my authorization. Then I 
decide. It always happens this way.” 36 

This claim was later corroborated by two IPS 
officers37 and confirmed through observed 
shutdown orders obtained via RTI requests.38

Notably, Jaipur’s DC also said that no review 
process takes place after he orders a shutdown, 
though this claim was later contradicted by 
the Home Secretary of Rajasthan.39 As per RTI 
responses received by the SFLC.in, the review 
committee for the state of Rajasthan failed to 
perform its role in many cases. Between July 
2017 and May 2018, the state government 
ordered around 40 internet shutdowns, only 
11 of which were reviewed as required.40 
Given that many other state governments 
refuse to respond to RTI requests relating to 
internet shutdowns, there is no evidence to 
assume that Rajasthan’s non-compliance with 
the shutdown rules is an anomaly.

33 • Arunabh, S. (2018, April 7). India’s Internet shutdown: Most states block services without following Centre’s new rules. 
Scroll.in. https://scroll.in/article/874565/internet-shutdown-most-states-continue-to-block-services-without-adhering-to-the-
centres-new-rules, 16. 
34 • Kathuria, R., M. Kedia, G. Varma, K. Bagchi, & R. Sekhani. (2018). The anatomy of an Internet blackout: Measuring the 
economic impact of Internet shutdowns in India. Indian Council for Research on International Economic Relations (ICRIER). 
http://icrier.org/pdf/Anatomy_of_an_Internet_Blackout.pdf. Besides the report, I also draw on the fieldnotes of ICRIER’s 
interviews that the authors kindly shared with me.  
35 • Interview with former DM from an Eastern state (IAS), December 1, 2020.
36 • Interview with K.C. Verma (IAS), February 26, 2020.
37 • Interview with N.R.K Reddy (IPS), February 24, 2020; Interview with A. Shrivastav (IPS), February 26, 2020).
38 • Internet Freedom Foundation. (2021, February 23). The Rajasthan Government Must Fix Its Internet Shutdown Problem 
#KeepItOn. https://internetfreedom.in/rajasthan-govt-internet-shutdown-representation/.
39 • Interview with R. Swarup (IAS), February 25, 2020.
40 • Jalan, T. (2018, December 12). Rajasthan Govt Reviewed Only 11 Out Of 40 Internet Shutdowns. Medianama.  
https://www.medianama.com/2018/12/223-rajasthan-government-internet-shutdowns/.
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41 • Das, S.K. (2013). The Civil Services in India. New Delhi: Oxford University Press, 32. 
42 • Vaishnav, M. & S. Khosla. (2016). The Indian Administrative Service Meets Big Data. Carnegie Endowment for International 
Peace, 9.
43 • Das, S.K. (2013). The Civil Services in India. New Delhi: Oxford University Press, 94.
44 • Government of India. 2010. Civil Services Survey: A Report.  
https://darpg.gov.in/sites/default/files/Civil_Services_Survey_2010.pdf.
45 • Bhavnani, R.R. & A. Lee. (2017). Local Embeddedness and Bureaucratic Performance: Evidence from India. The Journal of 
Politics, 80(1), 76. 
46 • Interview with N.R.K Reddy (IPS), February 24, 2020.
47 • Second Administrative Reforms Commission, 15th Report. (2009).  
https://web.archive.org/web/20100601185542/http://arc.gov.in/15threport.pdf.
48 • Interviewed with (anonymous) journalist, August 4, 2020. Interview with (anonymous) social activist, March 11, 2020. 

Because internet shutdowns are issued by 
civil servants, it is important to understand 
how these officials are selected and assigned. 
All relevant positions under both the old rules 
(DM) and the new rules (State Secretary and 
Union Home Secretary) are filled by members 
of India’s elite civil service, the Indian 
Administrative Service (IAS).41 Each year, 
between 200,000 and 400,000 individuals sit 
for the civil services exams, out of which only 
the top 100 or so qualify for the IAS. Once 
admitted, the new IAS officers follow a two-
year training program, after which they are 
allotted to a state cadre for life, where they 
usually become a DM after four or five years 
of service.42

IAS officers can be transferred by the state 
government from one post to another in public 
interest. Various ministries have formulated 
guidelines specifying that “the right job should 
go to the right person, his or her tenure at the 
post should be at least three to five years,” and 
that “transfers should be based on adequate 
grounds.” 43 In reality, however, the transfer 
system is highly politicized. Loyal civil servants 
are rewarded by state governments with 
important positions, whereas officers aligned 
with opposing political forces often find 
themselves punished with obscure postings. 
According to a survey of civil servants in 2010, 
only 24 percent believed that postings to 
much-desired positions were made based on 
merit.44 

In the same survey, half of the officers reported 
that undue outside pressure was a significant 
problem, which is believed to have only 
increased in recent years.45 Speaking about 
the political interferences in India’s civil service, 
an IPS officer in Rajasthan acknowledged: 

“People get transferred too much on the basis 
of political compulsions, or because they are not 
aligned to the government in power.” 46 

Such reshuffling is particularly prevalent 
when a new state government is elected, at 
which time mass waves of bureaucrats loyal 
to the new party in power are transferred to 
important posts.47

What does this mean for internet shutdowns? 
Ultimately, even though IAS officers are 
technically responsible for issuing them, 
in reality officers will often look to their 
political superiors in the state government 
before ordering a shutdown. Many examples 
illustrate this politicization. In January 2019 
for instance, following instructions from 
the All India Trinamool Congress (TMC) 
government of West-Bengal, the internet was 
made unavailable for those protesting “anti-
worker policies” in Kolkata. Allegedly, the TMC 
leadership felt threatened in its leadership 
role against Prime Minister Narendra Modi’s 
Bharatiya Janata Party (BJP) government and 
gave the police instructions to throttle internet 
speed at the protest.48 

2.3 Responsible officer politicization
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Similarly, when the passage of the controversial 
Citizenship Amendment Act (CAA)_ triggered 
protests across the country, internet 
shutdowns were primarily issued by officers 
in BJP-led states (see section 5.1, below, for 
more on this topic). While denying their own 
manipulability, most officials interviewed for 
this report admitted that internet shutdowns 
are usually issued “in close cooperation 
with” and after “consultation of” the state 
government.49

Given the above, understanding the decision-
making process of India’s internet shutdowns 
goes beyond a simple review of the official 
regulatory framework. The rules are not 
always followed, and even when they are, the 
bureaucratic autonomy of authorized officials 
is limited. Thus, while the State Home Secretary 
(in states) and the Union Home Secretary (in 
UTs) might officially be responsible for the 
issuing of shutdowns, the state government 
(for states) and Government of India (GoI) 
(for UTs), yield significant influence over the 
ultimate decision. Whenever the political 
stakes for the state or central government 
increase, government involvement in the 
decision-making process becomes more likely 
and authorized officers will tend to wait for 
instructions from “above” before proceeding.  

49 • Interview with State Police officer North-Eastern state, 
February 15, 2020; Interview with former DM from an 
Eastern state (IAS), December 1, 2020.
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Internet shutdowns in 
India: where, when, 
and how?

3.1 Internet shutdown orders and affected districts

Before examining why shutdowns are so frequently issued in India, it is beneficial to explore 
foundational elements such as when they occur, where they occur, and how long they last.  
Figure 1, below, displays the recorded shutdown orders per year in India. As the graph 
demonstrates, a steep increase in the number of shutdown orders occurred from 2016 onwards, 
reaching peaks of 134 orders in 2018 and 129 orders in 2020. Notably, the SFLC.in data on 
internet shutdowns used here differs slightly from the Access Now data used in the introduction. 

3.   

Figure 1: Total number of internet shutdown orders per year in India

Internet shutdown orders
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There are, however, limitations to the 
significance of the raw count of shutdown 
orders given that the geographical coverage of 
a given order is unspecified. Some shutdown 
orders are hyper-localized, while others cover 
entire states (yet regardless, each order 
counts as one in the above analysis). Likewise, 
the simple recording of an order by itself does 
not capture temporal duration, as both long 
and short shutdowns count as one. 

In an effort to provide more insight into 
these raw numbers, Figure 2, below, displays 
the number of districts per month that 
experienced at least one internet shutdown. 
Under this form of counting, if an internet 
shutdown order disabled internet access in 
parts of three districts, all three districts are 
marked as having faced an internet shutdown 
in that month. In addition, if the shutdown 
continues into the following month, the three 
districts are once again recorded as having 
experienced a shutdown in the new month.  

Similar to Figure 1, Figure 2 displays a steep increase in the number of districts that faced at least 
one internet shutdown per month, with some striking peaks. In September 2015 for instance, 
54 districts faced an internet shutdown when the entire state of Gujarat was cut off from the 
internet in the wake of the Patidar protests. Similarly, in August 2017, 54 districts were deprived 
of internet access in the wake of a rape case verdict against a popular spiritual leader. The spikes 
in 2018 can be traced back to lower caste protests across the country, unrest in the North-
East, communal tensions in Uttar Pradesh, and the state government of Rajasthan’s attempt to 
prevent exam cheating. By far the largest peak came in December 2019 when 87 districts were 
denied access to the internet amidst protests against the CAA.

Figure 2: Number of districts affected by an internet shutdown per month
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Internet shutdowns vary widely across India’s 
states. Figure 3, below, displays the total 
number of recorded shutdown orders per 
state as of September 2020. Jammu and 
Kashmir ( J & K), which was originally a state 
but has been designated as a union territory 
since August 2019, has experienced by far 
most internet shutdowns (230). 

Other states where internet shutdowns are 
relatively common are Rajasthan (68), Uttar 
Pradesh (29), Haryana (13), Maharashtra (13), 
and West-Bengal (12). By contrast, there have 
been no recorded shutdowns in the states of 
Kerala, Goa, Andhra Pradesh, Chhattisgarh, 
Himachal Pradesh, Sikkim, and Mizoram.

What is striking about the data in Figure 3 is not only the variation per state, but also the 
variation across regions. India’s Southern states seldom face internet shutdowns, while they are 
commonplace in the Northern ones.

Figure 3: Internet shutdown orders across India’s states
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3.2 Internet shutdowns across the country
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To further examine these regional differences, Figures 5 4 through 9 below display the number 
of affected districts per month per region (regions are classified as Northern, Central, Southern, 
Western, Eastern, and North-Eastern). Noteworthy here is not only the high number of affected 
districts in the Northern states – even when outlier J & K is removed from the analysis – but also the 
relatively high number of affected districts in the North-Eastern ones. In addition, while districts 
in Central and Western states have endured relatively few internet shutdowns overall, significant 
spikes in the number of affected districts occurred during the anti-CAA protests (December 2019, 
Uttar Pradesh) and the Patidar agitation (end of 2015/beginning of 2016, Gujarat). Throughout 
the examined time period, districts in India’s Southern and Eastern states were rarely affected by 
internet shutdowns. 

Figure 4: Northern States: Chandigarh, Delhi, Haryana, Himachal Pradesh, Jammu and Kashmir, Ladakh, Punjab, & Rajasthan

Figure 6: Southern States: Tamil Nadu, Kerala, Karnataka, Andhra 
Pradesh, Telangana, Puducherry, Andaman and Nicobar Islands, 
& Lakshadweep

Figure 5: Central States: Uttarakhand, Uttar Pradesh, Madhya 
Pradesh, & Chattisgarh

Northern States

Central States Southern States

Northern States without J & K
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Figure 8: Eastern States: Odisha, West-Bengal, Jharkand, & Bihar

Eastern States

Figure 7: Western States: Gujarat, Goa, Maharashtra,  
Chattisgarh, Dadra and Nagar Haveli, & Daman and Diu

Figure 9: North-Eastern States: Tripura, Sikkim, Mizoram,  
Manipur, Meghalaya, Nagaland, Assam, Aranuchal, & Pradesh

Western States

 North-Eastern States

3.3 Internet shutdown precision

Pursuant to a December 2019 ruling on 
internet shutdowns by India’s Supreme Court, 
responsible officers are now compelled by law 
to apply “the least intrusive measure” when 
issuing an order.50 When asked, government 
officials interviewed for this report claimed 
they were indeed increasingly making efforts 
to minimize the negative impacts of internet 
shutdowns.51 According to an IPS officer from 
Jaipur: 

“The shutdowns have become very targeted 
and precise. More than a few years back. Only 
the mobile internet is shut down, and only in a 
specific area for a short time.” 52

Yet an examination of existing data reveals 
these claims of increased precision are only 
partially true. Dividing the number of affected 
districts by the number of shutdown orders 
provides a rough approximation of the 
geographic scope of the shutdowns. A review 
of this analysis corroborates officer claims 
that the shutdowns have become increasingly 
targeted in scope. 

Figure 10, next page, indicates that whereas 
in 2012 and 2013 the average number of  
affected districts per shutdown order was 
above 10, this number dropped to below three 
from 2017 onward. 

Officer claims of targeted precision are less 
substantiated, however, with respect to 
the type of internet that is disabled during 
shutdowns. It is true that internet shutdowns 
in India are increasingly targeting only mobile 
internet (comprising 29% of the shutdowns in 
2015, 65% in 2016 and 2017, 94% in 2018, and 
92% in 2019). 

50 • Anuradha Bhasin v UoI [WP(C) 1031/2019] and Gulam Nabi Azad v UoI [WP(C) 1164/2019], 129.
51 • Interview with Anand Shrivastav, February 26, 2020; Interview with Rajeev Swaroop, February 25, 2020.
52 • Interview Malini Agarwal, February 24, 2020.
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But nearly 97% of Indian internet users use 
only mobile networks – giving rise to questions 
about whether this can indeed be considered 
“targeted” or more narrow in scope.53 By “solely” 
disabling mobile internet, the authorities only 
spare the 3% of the population that can afford 
a more expensive wired internet connection – 
adding a notable socioeconomic dimension to 
the shutdowns. 

Interestingly, additional anecdotal evidence 
suggests that shutdowns often target private 
mobile networks ( Jio, Airtel, Vodafone), while 
leaving government-owned BSNL lines 
untouched.54 Finally, regarding duration 
of shutdowns, officer claims of increased 
targeting are simply unsupported by the data. 
As Figure 11 demonstrates, the percentage 
of shutdowns lasting fewer than 24 hours 
is clearly decreasing over time (though the 
existence of missing data in this graph, 
represented by the blue dashed line, must be 
noted). 

Given the above, it is clear that the use of 
internet shutdowns has increased in India since 
2012 – a trend which has operated alongside 
a rise in regional application differences. 
Internet shutdowns are commonly issued in 
India’s Northern and North-Eastern states, 
while Southern and Eastern states remain 
largely unaffected. Furthermore, the official 
narrative that internet shutdowns are more 
targeted and precise than ever is only partially 
supported by evidence.  

53 • Telecom Regulatory Authority of India. (2019). The Indian Telecom Services Performance Indicators October – December, 
2019. https://www.trai.gov.in/sites/default/files/PIR_30062020.pdf.
54 • Kathuria, R., M. Kedia, G. Varma, K. Bagchi, & R. Sekhani. (2018). The anatomy of an Internet blackout: Measuring the 
economic impact of Internet shutdowns in India. Indian Council for Research on International Economic Relations (ICRIER). 
http://icrier.org/pdf/Anatomy_of_an_Internet_Blackout.pdf;  
Mawii, Z., R. Srivastava, S. Lal, B.P. Abraham. (2018). Kept in the dark: Social and psychological impacts of network shutdowns 
in India. https://www.defindia.org/wp-content/uploads/2018/02/Kept-in-the-Dark.pdf;  
S. K., Chinmayi, & Lakshané, R. (2018). Of sieges and shutdowns: How unreliable mobile networks and intentional Internet 
shutdowns affect the lives of women in Manipur. Bangalore, India: The Bachchao Project.  
http://thebachchaoproject.org/of-sieges-and-shutdowns/.

Figure 11: Percentage of short shutdowns

Percentage of short shutdowns (<24 hours)

Figure 10: Average number of affected districts per shutdown 
order

Average no. of affected districts per shutdown
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Motivations behind 
India’s internet 
shutdowns

Given their rapid increase in issuance, it is 
important to try to understand the motivations 
behind India’s shutdowns. What explains 
their high number? And why do some state 
governments issue so many, while others 
issue almost none? Six explanations are set 
forth below in an attempt to address these 
complicated questions. Shutdowns in India 
are issued (1) to suppress protests and hide 
human rights abuses, (2) as a little-used tool 
around elections, (3) to suppress movements 
striving for more political autonomy, (5) in 
response to communal tensions, (6) as a 
tool for BJP state governments, and (7) as an 
accepted tool for authorized officials to use. 
Notably, the explanations offered below are 
interrelated and not mutually exclusive from 
one another.

4.1 Shutdowns to suppress 
protests and hide human rights 
abuses

Section 2.2, above, explained how internet 
shutdowns around the world are frequently 
issued in an effort to prevent or contain 
protests. A police officer interviewee serving in 
a North-Eastern state was surprisingly candid 
about the fact that this also happens in India. 
She explained: 

“There are sometimes protests that have the 
risk of stirring up protests in other parts of the 
state by movements acting in solidarity with 
the protest. A shutdown can be used to prevent 
that.” 55 

4.   

55 •  Interview with State Police officer North-Eastern state, February 15, 2020.
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56 • Human Rights Watch. (2020, April) “Shoot the Traitors” Discrimination Against Muslims under India’s New Citizenship 
Policy. https://www.hrw.org/report/2020/04/09/shoot-traitors/discrimination-against-muslims-under-indias-new-citizenship-policy.
57 • Jagran. (2019, December 20). CAA Protest: Internet suspended in 18 UP districts. https://english.jagran.com/india/
caa-protests-internet-suspension-uttar-pradesh-lucknow-ghaziabad-meerut-prayagra-azamgarh-karnataka-mangaluru-latest-
updates-10007187
58 • Karwan e Mohabbat. (2020, February). A State at War with Its People: Report on State Action in UP Targeting Dissent and 
Muslim Minorities. http://karwanemohabbat.in/wp-content/uploads/2020/06/A-State-at-War-With-Its-People-KeM-Feb2020.pdf
59 • Ibid.
60 • Ibid.; Bhattarchaya, A. (2020, 4 February). A dangerous pattern of police violence in Uttar Pradesh has been masked by 
clever propaganda. Scroll.in. https://scroll.in/article/951187/a-dangerous-pattern-of-police-violence-in-uttar-pradesh-has-been-
masked-by-clever-propaganda; Chakravarty, I. (2019, December 25). The Daily Fix: In UP, the police is no longer behaving like 
the arm of a democratic government. Scroll.in. https://scroll.in/article/947812/the-daily-fix-in-up-the-police-is-no-longer-behaving-
like-the-arm-of-a-democratic-government; Daniyal, S. (2019, December 24). How a brutal police assault on peaceful NRC 
protestors left an 11-year-old boy dead in Varanasi. Scroll.in. https://scroll.in/article/947722/ground-report-a-brutal-police-assault-
on-peaceful-nrc-protestors-killed-an-11-year-old-in-varanasi.
61 • Karwan e Mohabbat. (2020, February). A State at War with Its People: Report on State Action in UP Targeting Dissent and 
Muslim Minorities. http://karwanemohabbat.in/wp-content/uploads/2020/06/A-State-at-War-With-Its-People-KeM-Feb2020.pdf, 20, 
42; Shroff, K. (2019, 28 December). In Meerut, five families bereft of hope as sole earners shot down during anti-CAA protests. 
The Caravan. https://caravanmagazine.in/politics/caa-protestors-meerut-uttar-pradesh-police.
62 • Chakravartty, A. (2019, December 23). How Five People in Assam Were Killed During Anti-Citizenship Amendment Protests. 
The Wire. https://thewire.in/rights/assam-anti-citizenship-amendment-act-protest-deaths

The internet shutdowns issued during the 
anti-CAA protests are a prime example of this 
motivation in practice. 

Passed by the central government, the CAA 
offers fast-track citizenship for non-Muslim 
migrants from Bangladesh, Afghanistan, and 
Pakistan. Critics of the legislation contend 
this path violates India’s secular constitution. 
Protests against the law escalated in December 
2019, after which time internet shutdowns 
were used to obscure a clampdown on the 
demonstrators.

The turmoil surrounding the CAA was worst 
in Uttar Pradesh (UP). Under the state’s BJP 
government, the following occurred: 12 
reported internet shutdowns, 23 killings, 
thousands of protestors preventively detained, 
and hundreds of others – including minors 
– tortured and imprisoned on fabricated 
charges.56 Most of the casualties in UP took 
place on 20 December 2019 (one day after 
protests had been banned across the state), 
amidst an internet shutdown in 18 districts.57 

In the preceding days, internet shutdowns had 
already been issued – but only in specific cities. 
The fact that the widespread shutdown in UP 
took place concurrently with the protest ban, 
on a day when the authorities could foresee 
that mass protests were likely to erupt after 
the weekly gatherings in mosques, indicates 
the shutdowns were part of a broader plan to 
crush the ongoing demonstrations.58

This indication is reinforced by the level of 
state repression that was unleashed on 
protesters resisting the protest ban after the 
Friday prayers.59 While the authorities claimed 
rioters damaging public property were 
responsible for the violence, multiple fact-
finding missions and journalistic reports have 
refuted this claim.60 Video-footage showing 
police personnel destroying CCTV cameras 
before firing at the protestors also suggests 
that the shutdowns were part of a larger plan 
to cover up the crackdown.61 Similarly in Assam, 
another BJP-ruled state, the authorities began 
their clampdown on the anti-CAA protestors 
just after they issued an internet shutdown 
and turned off all the street lights.62 
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Given that the political power to issue an 
internet shutdown lies primarily with the state 
government, it is noteworthy that the fiercest 
repression against the anti-CAA protesters 
(including the bulk of the issued internet 
shutdowns) took place in states led by the BJP. 
In total, at least 30 people were killed during 
the anti-CAA protests, most of them Muslims, 
and all in BJP states: 23 in Uttar Pradesh, 5 in 
Assam, and 2 in Karnataka.63 Out of the 19 
reported internet shutdowns during the anti-
CAA protests, 14 were ordered in BJP-ruled 
states.

The shutdowns issued during the anti-CAA 
protests thus provide a clear example of 
how internet shutdowns can be utilized to 
aid clampdowns on dissent. Many others 
exist. Earlier this year, for example, internet 
shutdowns were issued during a crackdown 
on peaceful farmer protests in both Haryana 
and New Delhi.64 Coincidentally or not, the BJP 
also rules in Haryana while Delhi’s shutdowns 
are issued by India’s Union Home Secretary. 

4.2 Internet shutdowns as a 
little-used tool around elections

Although existing research indicates that 
internet shutdowns are issued during 
contested elections around the world, in 
India this is seldom the case. According to 
Access Now data, J & K was the only Indian 
state (although now a UT) where internet 
shutdowns occurred during elections from 
2016 to 2019.65 In 2020, J & K was again the 
only territory or state to issue an internet 
shutdown (during its District Development 
Council Elections in December).66

Surprisingly, further analysis reveals that 
the likelihood of an internet shutdown in 
India actually decreases in conjunction 
with elections. Using election data from the 
Election Commission of India, Figure 12 below 
shows the probability of an internet shutdown 
when elections are upcoming within three 
months. As the graph illustrates, irrespective 
of whether J & K is part of the analysis, the 
probability of an internet shutdown decreases 
when elections draw closer in time. Whereas 
the probability of an internet shutdown lies 
below 0.5% when elections are close, it jumps 
to 2% during normal political times. With 
outlier J & K excluded from the analysis (graph 
below), the probability drops to just 0.1% when 
elections are close compared to 1% during 
normal political times. The coloured boxes 
represent the 95% confidence intervals. 

63 • Human Rights Watch. (2020, April) “Shoot the Traitors” Discrimination Against Muslims under India’s New Citizenship 
Policy. https://www.hrw.org/report/2020/04/09/shoot-traitors/discrimination-against-muslims-under-indias-new-citizenship-policy. 
64 •  Internet Freedom Foundation. (2021, February 1). Joint statement against internet shutdowns to suppress farmers’ 
protests #KeepItOn. https://internetfreedom.in/joint-statement-internet-shutdown-farmers-protests/; The Wire. (2021, February 3). 
Group of 141 Lawyers Write to CJI Against Centre Blocking Internet at Farmers’ Protest. https://thewire.in/law/cji-bobde-lawyers-
letter-farmers-protest-internet.
65 • Access Now data from #keepiton campaign (2020). 
66 • Mukeet, A. (2020, December 16). Sixteen months on, admin denies free access to internet in Kashmir. The KashmiWalla. 
https://thekashmirwalla.com/2020/12/sixteen-months-on-admin-denies-free-access-to-internet-in-kashmir/.

Figure 12: Internet shutdowns and upcoming elections
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The most plausible explanation for this 
seemingly counterintuitive finding is likely the 
strong unpopularity of shutdowns amongst the 
public. It is therefore possible that incumbent 
governments might fear losing votes if they 
were to issue an internet shutdown close in 
time to an election. Still, in the light of other 
research which has shown that (communal) 
violence in India tends to increase prior to 
elections, this finding remains surprising.67

4.3 Shutdowns to suppress 
movements striving for more 
political autonomy 

As explained in Section 2.2, above, internet 
shutdowns around the world are often used 
to suppress domestic movements struggling 
to obtain greater political recognition and/
or autonomous status from the national 
government. In India, the 230 shutdowns 
that occurred in J & K fit this category. J & K 
is home to a long-standing movement for 
self-determination, including an ongoing 
armed rebellion. In staunchly resisting this 
longstanding rebellion, the Indian government 
has transformed J & K into one of the most 
militarized zones in the world.68 While the 
national government claims its military 
presence is needed to fight Pakistani-funded 

jihadi terrorism, a recent United Nations report 
documents widespread and systematic human 
rights abuses by India’s security forces in the 
region of Kashmir, including extrajudicial 
killings, arbitrary detention of protestors, and 
enforced disappearances.69

Most internet shutdowns in J & K are issued 
as a precautionary measure on days that are 
perceived to have the ability to serve as focal 
points for collective action. National holidays 
(such as Independence Day or Republic Day), 
Eid celebrations, and famous militant trials or 
funerals (or anniversaries thereof) all provide 
potential opportunities for protest and are 
therefore often preventively met with an 
internet shutdown. For this same reason, the 
authorities disable the internet during and 
after “encounters” between security forces 
and armed militants.70 More so than during 
the armed insurgency in the 1990s, current 
separatist fighters enjoy relatively high levels 
of popularity among Kashmir’s population.71 

This makes armed encounters risky for the 
authorities, as large swaths of people often 
come to the encounter site in support of the 
militants – often resulting in demonstrations, 
sloganeering, and stone-pelting intended to 
provide the militants with an opportunity to 
escape.72

67 • Wilkinson, S.I. (2004). Votes and Violence: Electoral Competition and Ethnic Riots in India. Cambridge, UK: Cambridge University 
Press.
68 • Metcalf, B. D., & T.R. Metcalf. (2012). A concise history of modern India (3rd ed.). Cambridge, United Kingdom: Cambridge 
University Press, 274, 300-1. 
69 • Office of the United Nations High Commissioner for Human Rights. (2018, June 14). Report on the Situation of Human 
Rights in Kashmir: Developments in the Indian State of Jammu and Kashmir from June 2016 to April 2018, and General 
Human Rights Concerns in Azad Jammu and Kashmir and Gilgit-Baltistan. https://www.ohchr.org/Documents/Countries/IN/
DevelopmentsInKashmirJune2016ToApril2018.pdf; Office of the United Nations High Commissioner for Human Rights. (2019, 
July 8). Update of the Situation of Human Rights in Indian-Administered Kashmir and Pakistan-Administered Kashmir from 
May 2018 to April 2019. https://www.ohchr.org/Documents/Countries/IN/KashmirUpdateReport_8July2019.pdf.
70 • Interview with Kashmiri Digital Rights Activist, February 13, 2020; Saluja, R. (2021, February 19). Internet Shutdowns Leave 
Indians Struggling With Everyday Life. Foreign Policy. https://foreignpolicy.com/2021/02/19/internet-shutdowns-india-farmers-
protests-mental-health/
71 • Chowdary, R. (2019). Jammu and Kashmir: 1990 and Beyond: Competitive Politics in the Shadow of Separatism. New Delhi: SAGE 
Publications, 294-5; International Crisis Group. (2020, August 5). Raising the Stakes in Jammu and Kashmir. Asia Report, 310. 
https://d2071andvip0wj.cloudfront.net/310-raising-the-stakes.pdf.
72 • Ibid.
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In light of claims that shutdowns in J & K 
also serve to hide the security forces’ human 
rights abuses from public scrutiny, it is telling 
that J & K’s two longest internet shutdowns 
coincided with intensified repression. In 2016, 
in response to the unrest caused by the killing 
of Burhan Wani (a leader of a separatist armed 
group), an internet shutdown was issued 
for 133 days during which time the use of 
excessive force led to the unlawful killings of 
between 130 and 145 civilians as well as a high 
number of injuries.73 And in August 2019, after 
the central government unilaterally removed J 
& K’s special status, an internet shutdown was 
issued that lasted for 213 days, during which 
time 33 civilians were reportedly killed, 14 
(mostly youth) were tortured,74 and thousands 
of Kashmiris were detained without charge.75 

Similar to the long-lasting shutdowns that 
occur in other countries, the lengthy  
shutdowns in J & K could also be seen as 
collective punishment for the rebellious 
region.76 By disconnecting Kashmiris from 
each other as well as from the outside world 
for months, those striving for recognition are 
no longer able to document their existence 
online. On a more symbolic level, these 
shutdowns also therefore serve to define the 
“others” in Indian digital society, demarcating 
who is included and who is not.77 For example, 
when people from J & K are deprived of 
internet access for months, they can no longer 

partake in the government’s flagship “Digital 
India” program (a campaign launched in 2015 
to transform India into a digitally empowered 
society). In addition to their strategic 
components, the long shutdowns in J & K could 
therefore also be motivated by something 
deeper than preventing mobilization and 
limiting information from getting out. 

4.4 Shutdowns in response to 
communal tensions

Nearly every government official interviewed 
for this report said “communal tensions” 
were the primary cause of India’s internet 
shutdowns. Although it is difficult to pinpoint 
the true cause of a shutdown, Access Now 
reporting does indicate that 50 out of the 
351 internet shutdowns issued in India from 
2016 to 2019 were triggered by “communal 
violence.” 78  According to the officials, rumours 
play a key role in the instigation of communal 
problems, with social media acting as a 
dangerous catalyst. The shutdowns, in their 
view, should therefore be understood as a 
response to the danger posed by the rumour-
spreading potential of tools like Facebook and 
WhatsApp. In the words of an IPS officer from 
Jaipur: “the spread of online rumours and fake 
news creates so much problems. It creates so 
much opportunities for anti-social elements to 
threaten the harmony in society.” 79 

73 • Office of the United Nations High Commissioner for Human Rights. (2018, June 14). Report on the Situation of Human 
Rights in Kashmir: Developments in the Indian State of Jammu and Kashmir from June 2016 to April 2018, and General 
Human Rights Concerns in Azad Jammu and Kashmir and Gilgit-Baltistan. https://www.ohchr.org/Documents/Countries/IN/
DevelopmentsInKashmirJune2016ToApril2018.pdf
74 • Annual Review of Human Rights situation in Indian administered Jammu and Kashmir (January to December 2019). APDP 
& JKCCS. (2019, December 31). https://www.jkccs.net/wp-content/uploads/2019/12/2019-Annual-Human-Rights-Review.pdf.
75 • Human Rights Watch. (2019, September 16). India: Free Kashmiris Arbitrarily Detained: Thousands Held More Than a 
Month Without Charge. https://www.hrw.org/news/2019/09/16/india-free-kashmiris-arbitrarily-detained.
76 • UN rights experts urge India to end communications shutdown in Kashmir. (2020, August 22).  
https://ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=24909.  
77 • Wagner, B. (2018). Understanding Internet Shutdowns: A Case Study from Pakistan. International Journal of Communication, 
12, 3917-3938.
78 • Access Now data from #keepiton campaign (2020). 
79 • Interview with Malini Agarwal (IPS), February 24, 2020.

26 Understanding India’s Troubling 
Rise in Internet Shutdowns

K R I S  R U I J G R O K 

https://www.ohchr.org/Documents/Countries/IN/DevelopmentsInKashmirJune2016ToApril2018.pdf
https://www.ohchr.org/Documents/Countries/IN/DevelopmentsInKashmirJune2016ToApril2018.pdf
https://www.jkccs.net/wp-content/uploads/2019/12/2019-Annual-Human-Rights-Review.pdf
https://www.hrw.org/news/2019/09/16/india-free-kashmiris-arbitrarily-detained
https://ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=24909


The DC of Jaipur struck a similar note: “No one 
likes the shutdowns. No one is in favour. But 
there is so much fake news in cyberspace.” 80

The officials responsible for issuing shutdowns 
thus view communal tensions as a law-and-
order problem that can be aggravated and 
inflamed by social media. As a result, these 
authorities believe they must respond to such 
instances with an internet shutdown. What 
this perspective fails to take into account, 
however, is that communal tensions (including 
those that result in shutdowns) do not just 
spontaneously appear. To the contrary, these 
events are more often than not anticipated and 
even “produced.”81 Nearly every inquiry into a 
communal riot in India has found evidence 
of an elaborate planning and mobilization 
effort.82 Rather than a law-and-order problem, 
communal tensions therefore appear (at least 
partially) to be an inherently political problem 
that is often deliberately inflamed by groups 
that seek to benefit from religious polarization. 
Given this, it is important to determine 
which political forces are responsible for the 
communal tensions that lead to internet 
shutdowns. 

Existing and comprehensive literature on 
communal riots in India indicates that the elites 
from both Hindu and Muslim communities have 
actively politicized the “Hindu” and “Muslim” 
identity,83 and that once the “communal card” 

is played by one group, the action reinforces 
the other group’s communal identity.84 And 
yet, numerous studies have shown that Hindu 
nationalist groups, often closely aligned 
to the BJP’s mother organization Rashtriya 
Swayamsevak Sangh (RSS), have deliberately 
provoked communal strife for economic and 
political gains.85 As elections draw near, the 
BJP benefits from communal incidents that 
emphasize the importance of “Hindu unity” 
against the “Muslim threat.” Because the 
party’s traditional support base lies among 
higher-caste Hindus, its electoral prospects 
benefit from communal conflict that pushes 
lower-caste Hindus to vote along religious 
rather than caste lines.86

In his seminal work, The Production of Hindu-
Muslim Violence in Contemporary India, P.R. 
Brass described the “production process” of 
communal riots in India.87 In today’s digital 
world, the planting of online rumours plays a 
key role in this process. During Muzaffarnagar’s 
riots in 2013 (which led to close to 50 deaths 
and displaced over 40,000 people), RSS 
affiliates used WhatsApp to circulate “text, 
audio, and videos—many of them fake—to 
build a narrative of how Muslims were trapping 
Hindu girls and killing Hindu boys during 
riots.”88 Similarly, during the Bhagalpur riots 
in Bihar, fake pictures and videos of bleeding 
Hindu victims were widely shared in pro-BJP 
Facebook groups.89 

80 • Interview with K.C. Verma (IAS), February 26, 2020.
81 • Brass, P.R. (2003). The Production of Hindu-Muslim Violence in Contemporary India. New Delhi: Oxford University Press, 23.
82 • Copland, I. (2010). The Production and Containment of Communal Violence: Scenario’s from Modern India, South Asia. 
South Asia: Journal of South Asian Studies, 33(1), 142.
83 • Engineer, A.A. (ed). (1984). Communal Riots in Post-Independence India. Sangam Books: Hyderabad.
84 • Engineer, A.A. (1989). Communalism and Communal Violence in India. Ajanta Publications (India): Jawahar Nagar, Delhi, 195.
85 • Wilkinson, S.I. (2004). Votes and Violence: Electoral Competition and Ethnic Riots in India. Cambridge, UK: Cambridge University 
Press; Brass, P.R. (2003). The Production of Hindu-Muslim Violence in Contemporary India. New Delhi: Oxford University Press; 
Basu, A. (2015). Violent Conjunctures in Democratic India. New York: Cambridge University Press; Pai, S. & S. Kumar. (2018). 
Everyday Communalism: Riots in Contemporary Uttar Pradesh. New Delhi: Oxford University Press.
86 • Jaffrelot, C. (1998). The Politics of Processions and Hindu-Muslim Riots. In Amrita Basu and Atul Kohli, eds., Community 
Conflicts and the State in India. Delhi: Oxford University Press: 80. Iyer, S. & Shrivastava, A. (2018). Religious riots and electoral 
politics in India. Journal of Development Economics 103, 104-122. 
87 • Brass, P.R. (2003). The Production of Hindu-Muslim Violence in Contemporary India. New Delhi: Oxford University Press, 252.
88 • Jha, P. (2017). How the BJP Wins: Inside India’s Greatest Election Machine. New Delhi: Juggernaut, 160.
89 • Patel, J. (2018, August 14). Old riot video from Asansol shared as Hindu procession attacked by Muslims in Bhagalpur. 
Altnews. https://www.altnews.in/old-riot-video-from-asansol-shared-as-hindu-procession-attacked-by-muslims-in-bhagalpur/.
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And during communal violence in West-
Bengal’s Baduria in 2017, three widely shared 
pictures – allegedly representing Hindu victims 
of the riots – were later proven to have come 
from a Bollywood movie, Bangladesh, and a 
2014 murder case.90

Predetermined paths of religious processions 
are another common strategy for creating 
communal unrest.91 Under the cloak of 
performing a religious obligation, certain 
processions are often “deliberately designed 
to incite.”92 By taking routes through Muslim 
neighbourhoods, the goal of such processions 
is to provoke a response from the Muslim 
community by halting before mosques, 
playing loud music, and hurling insults.93 
After the desired response is provoked, such 
as the throwing of a stone thrown at the 
procession, the incident can be portrayed by 
the organizers as an “illegitimate provocation 
by the minorities” that is then used to justify 
violence.94 Ram Navami processions in 
particular, which celebrate the birth of Lord 
Ram, have grown into large-scale events 
that attract thousands of people, and which 
are often used as a “pre-text for large pre-
mediated riots involving murder, arson and 
the destruction of property.”95

As demonstrated in Table 1, next page, at 
least 25 internet shutdowns in India were 
issued before, during, or after a religious 
procession. This information was compiled for 
this report by manually reviewing all the news 
reports used in the SFLC.in database, and 
seeking additional reports if the information 
provided was insufficient. The results reveal 
that both Muslim and Hindu processions 
trigger shutdowns, though Hindu processions 
comprise the vast majority. In line with earlier 
observed trends, most procession-related 
shutdowns were issued in North-India, and 
19 of the 25 were issued in BJP-ruled states 
(highlighted in orange). Notably, however, the 
figures in the table likely underestimate the 
true number of internet shutdowns triggered 
by religious processions given that news 
reports do not exist for all of the shutdowns. 

90 • Jawed, S. (2017). The vicious cycle of fake images in Basirhat riots. Altnews. https://www.altnews.in/vicious-cycle-fake-images-
basirhat-riots/.
91 • Engineer, A.A. (ed). (1984). Communal Riots in Post-Independence India. Sangam Books: Hyderabad, 38; Wilkinson, S.I. (2004). 
Votes and Violence: Electoral Competition and Ethnic Riots in India. Cambridge, UK: Cambridge University Press, 25; Brass, P.R. 
(2003). The Production of Hindu-Muslim Violence in Contemporary India. New Delhi: Oxford University Press, 264. 
92 • Brass, P.R. (2003). The Production of Hindu-Muslim Violence in Contemporary India. New Delhi: Oxford University Press, 365. 
93 •  Ibid. 
94 • Wilkinson, S.I. (2004). Votes and Violence: Electoral Competition and Ethnic Riots in India. Cambridge, UK: Cambridge University 
Press, 25
95 • Visvanathan, S. (2018, April 25). The changing structure of riots. The Hindu. https://www.thehindu.com/opinion/lead/the-
changing-structure-of-riots/article23674280.ece.
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No. District State Month Religious Procession

1 Godhra Gujarat September 2015 Ganesh Visarjan

2 Bikaner Rajasthan October 2015 Encounter two religious processions, 
Muharram

3 Bokaro Jharkand April 2016 Ram Navami

4 Bhilwara Rajasthan December 2016 Barawafat, religious procession

5 Bhilwara Rajasthan December 2016 Religious procession

6 Sikar Rajasthan March 2017 Gangaur procession

7 Chittorgarh Rajasthan December 2017 Eid-e-Milad

8 Bhadrak Odisha March 2018 Ram Navami

9 East Champaran Bihar October 2016 Immersion of Durga idols

10 Nawada Bihar September 2017 Taking of Durga idol to nearby 
village

11 Bundi Rajasthan January 2018 Perform Puja

12 Paschim Bardhaman West-Bengal March 2018 Ram Navami

13 Bhagalpur Bihar March 2018 Hindu New Year procession

14 Aurangabad Bihar March 2018 Ram Navami

15 Samastipur Bihar March 2018 Ram Navami

16 Tonk Rajasthan March 2018 Hindu New Year procession

17 Bundi Rajasthan March 2018 Hanuman Jayanti procession

18 Pali Rajasthan March 2018 Hanuman Jayanti procession

19 Sitamarhi Bihar October 2018 Immersion of Durga Idols

20 Tonk Rajasthan August 2018 Kanwariyas procession

21 Paschim Bardhaman West-Bengal April 2019 Ram Navami

22 Kendrapara Odisha June 2019 Eid al-Fitr

23 Jaipur Rajasthan August 2019 Kanwariyas procession

24 Jehanabad Bihar October 2019 Immersion of Durga Idols

25 Damoh, Panna,  
Chhatarpur 
&Tikamgarh

Madhya Pradesh November 2019 Eid-e-Milad-un-Nabi

Table 1: Shutdowns triggered by religious processions

29 Understanding India’s Troubling 
Rise in Internet Shutdowns

K R I S  R U I J G R O K 

https://indianexpress.com/article/india/gujarat/gujarat-internet-services-in-godhra-suspended-for-24-hours/
https://timesofindia.indiatimes.com/city/jaipur/Clashes-mar-Muharram-processions-in-two-districts/articleshow/49526811.cms
https://timesofindia.indiatimes.com/city/jaipur/Clashes-mar-Muharram-processions-in-two-districts/articleshow/49526811.cms
http://timesofindia.indiatimes.com/city/ranchi/Internet-services-blocked-in-Bokaro-after-communal-tension/articleshow/51856786.cms
https://www.hindustantimes.com/india-news/five-injured-as-two-communities-clash-in-rajasthan-s-bhilwara/story-5VSrsT2fc3YSEJ7MkcIG6H.html
https://www.samacharjagat.com/news/city/ban-on-mobile-internet-services-in-bhilwara-after-tension-police-force-deployed-115454
https://indianexpress.com/article/india/rajasthan-sec-144-imposed-mobile-internet-suspended-after-clash-in-sikir-district-4593891/
https://timesofindia.indiatimes.com/city/udaipur/tension-grips-nimbahera-on-eid-e-milad-2-cops-hurt/articleshow/61899624.cms
https://www.hindustantimes.com/india-news/odisha-shuts-down-internet-in-bhadrak-ahead-of-ram-navami/story-eNcmRa8fk2e3dK5zcF3GxJ.html
https://timesofindia.indiatimes.com/city/patna/Net-services-restored-in-East-Champaran/articleshow/54944804.cms
https://www.hindustantimes.com/india-news/internet-services-suspended-after-tension-grips-bihar-s-nawada/story-2calpmcLIMdGhb5uGlyUAK.html
https://www.hindustantimes.com/india-news/internet-services-suspended-after-tension-grips-bihar-s-nawada/story-2calpmcLIMdGhb5uGlyUAK.html
https://www.business-standard.com/article/pti-stories/sporadic-protests-in-bundi-situation-tense-118010301294_1.html
https://www.hindustantimes.com/india-news/bengal-ram-navami-violence-babul-supriyo-stopped-from-entering-asansol-fir-filed/story-5nVIZGdYYRIJM3NZrNU69J.html
https://www.business-standard.com/article/politics/union-mos-ashwini-choubey-s-son-booked-for-communal-clashes-in-bhagalpur-118031900194_1.html
https://www.hindustantimes.com/india-news/prohibitory-orders-clamped-in-bihar-s-aurangabad-after-communal-clashes/story-eh0qHMNmkAsZt2oRK3cSKK.html
https://timesofindia.indiatimes.com/city/patna/ram-navami-processions-change-routes-14-arrested/articleshow/63521689.cms
https://swarajyamag.com/insta/stones-pelted-from-mosque-on-hindu-rally-in-rajasthans-tonk-several-including-cops-injured
https://timesofindia.indiatimes.com/city/jaipur/markets-in-bundi-open-after-govt-assurance/articleshow/63538541.cms
https://www.hindustantimes.com/india-news/shops-vehicles-burnt-in-rajasthan-s-pali-in-riot-following-religious-procession/story-6f6RjUydmS5V0SYDleQLpN.html
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https://www.telegraphindia.com/west-bengal/internet-banned-in-asansol-till-april-17/cid/1688912
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The rise in the use of internet shutdowns in 
India has also coincided with the rise of the 
BJP and Prime Minister Modi’s victory in 2014. 
Sections 5.1 and 5.4 of this report revealed 
that in BJP-run states, anti-CAA protests were 
often repressed with internet shutdowns and 
religious processions were often met with 
the same. It is worth examining, therefore, 
whether internet shutdowns occur more often 
in BJP states. 

To address this important inquiry, this 
report once again relies on information 
from the Election Commission of India to 
determine whether the BJP was part of the 
state government during a month when a 
shutdown occurred. When such information 
is insufficient, additional news reports were 
traced to arrive at the answer. Based on this 
analysis, from 2012 through the first quarter of 
2020, approximately 49% of all district/months 
were operating under a state government 
that was at least in-part ruled by the BJP (for 
reference, the month of government turnover 
is coded as ruled by a new state government). 

Figure 13, below, shows the number of districts 
per month that were affected by a shutdown 
in non-BJP (first graph) and BJP states (second 
graph). The difference is striking. In non-BJP 
states, the maximum number of affected 
districts per month remains below 20, the 
overall trend is stable, and the average number 
of affected districts per month is 2.7. By 
contrast, in BJP states there were four months 
when more than 40 districts were affected. In 
addition, the trend over time is clearly rising 
and the average number of affected districts 
per month is 9.6 (more than 3.5 times greater 
than in non-BJP states). 

Similar results are presented in Figure 14 on 
the next page. The coloured boxes represent 
the 95% confidence intervals. During any given 
month, the predicted probability of an internet 
shutdown in a BJP district is 3%, while in a non-
BJP state it is 0.8%. Removing J & K’s districts 
from the analysis (second graph) has limited 
influence on this result (1.7% for BJP against 
0.4% for non-BJP). Although the probabilities 
both decrease slightly, the stark difference 
between BJP and non-BJP states remains. 

Figure 13: Non-BJP and BJP-run state comparison

Affected districts non-BJP states Affected districts BJP states
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Figure 14: Non-BJP and BJP-run state comparison

Internet shutdowns & BJP in state government Internet shutdowns and BJP in state government 
(without J & K)

Districts in BJP states thus seem to face a much higher risk of being affected by an internet 
shutdown than those in non-BJP states. This finding is in part supported by the explanations 
provided in sections 4.1 and 4.4, and also fits the general pattern of observed democratic 
backsliding under the BJP that has occurred at the national level since the party’s rise to power.96 
Nonetheless, multiple other factors might explain the identified correlation between BJP rule and 
internet shutdowns – including the regional differences in India (as shown in section 4.2). The BJP 
is traditionally less powerful in India’s Southern states, which – coincidentally or not – is also the 
region where shutdowns seldom occur.  

4.6 Shutdowns as an accepted tool for authorized officials to use

A final explanation behind India’s rising 
number of internet shutdowns may simply be 
their increased acceptance and subsequent 
overuse by authorities. According to reports, 
internet shutdowns have become a common 
response to even the slightest sign of 
societal tension. In ICRIER’s 2018 report, 
one administrator was quoted as saying that 
internet shutdowns had become an “easy 
measure, not only to control a law-and-order 
situation, but for the optics.” 97 

Among officials interviewed for this report, 
one former DM admitted that an internet 

shutdown had become a “checklist item” for 
officials, noting “when there is a communal 
issue, an internet shutdown is the first thing 
people do.” 98

He further explained: “With every instrument of 
state power, the first time it is used, is always 
more difficult, but as more and more upholders 
of the state and state power start using it, it 
gains greater acceptability.” 99

According to the former DM, issuing a 
shutdown amidst social unrest has simply 
become common practice.  

96 • Freedom House. (2021) Freedom in the World 2021: Democracy under Siege. https://freedomhouse.org/sites/default/
files/2021-02/FIW2021_World_02252021_FINAL-web-upload.pdf.; Alizada, N., R. Cole, L. Gastaldi, S. Grahn, S. Hellmeier, P. 
Kolvani, J. Lachapelle, et al. Autocratization Turns Viral: Democracy Report 2021. (2021). University of Gothenburg: V-Dem 
Institute.
97 • Kathuria, R., M. Kedia, G. Varma, K. Bagchi, & R. Sekhani. (2018). The anatomy of an Internet blackout: Measuring the 
economic impact of Internet shutdowns in India. Indian Council for Research on International Economic Relations (ICRIER), 31. 
http://icrier.org/pdf/Anatomy_of_an_Internet_Blackout.pdf.
98 • Interview with former DM from an Eastern state (IAS), December 1, 2020.
99 • Ibid. 
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The speed with which Indian officials have 
become apt to issue internet shutdowns 
was demonstrated in 2016 when thousands 
of Jats in Haryana vented their anger using 
widespread violence and destruction of 
public property.100 Despite the collapse in 
public order, the responsible officers were 
initially “frozen into inaction.”101 A panel later 
convened to investigate the officials’ response, 
reported that the “highest functionaries” 
in the government failed to show “the kind 
of guidance, direction and control” that is 
expected in a crisis of such proportions.102 To 
explain the state’s inaction, the report pointed 
(in line with section 2.3 of this report) to the 
politicization of the state apparatus, in which 
officers in situations clearly demanding action 
waited to respond until they could know what 
would most please their political masters.103 

Yet even while the civil service was paralyzed 
and waiting for instructions from political 
superiors, an internet shutdown was 
immediately issued.104 In fact, the shutdown 
was issued before the administration made a 
serious effort to confront and control a looting 
mob of armed protestors – suggesting that 
the shutdown was the first, not last, option of 
recourse. 

In addition, the pressure on officials to quickly 
control riots provides even more incentive 
to issue a shutdown (officers unable to 
control a riot within 24 hours are frequently 
transferred105). Combined with an ineffective 
review process that fails to hold officials 
accountable for wrongly imposed shutdowns, 
these expectations contribute to the overuse 
– and therefore normalization – of internet 
shutdowns as a tool to quell unrest.

100 • Yadav, A. (2016, March 1). Jat violence: What exactly happened in Haryana (and why). Scroll.in. https://scroll.in/
article/804313/jat-violence-what-exactly-happened-in-haryana-and-why.
101 • Bhatia, V. 2016. “Haryana Jat agitation: On road to mayhem, alerts ignored, cops shackled.” Indian Express. March 4. 
https://indianexpress.com/article/explained/jat-reservation-stir-in-fact-on-road-to-mayhem-alerts-ignored-cops-shackled/. 
102 • Verma, S. (2016, May 31). Haryana Jat agitation report: Army deployed on large-scale, but not properly utilised. Indian 
Express. https://indianexpress.com/article/india/india-news-india/prakash-singh-committee-report-haryana-jat-quota-agitation-
2826433/#sthash.HYK5rIyX.dpuf.
103 • Verma, K.C. (2016, June 11). Administrative Failure and Other Learnings From Haryana’s Jat Riots. Indian Express.  
https://timesofindia.indiatimes.com/city/patna/ram-navami-processions-change-routes-14-arrested/articleshow/63521689.cms
104 • Express Web Desk. (2016, February 19). Jat quota stir: Mobile internet services blocked in Rohtak after clashes over 
reservation. Indian Express. https://indianexpress.com/article/india/india-news-india/rohtak-jat-reservation-mobile-internet-
blocked-haryana/.
105 • Brass, P.R. (2006). Collective Violence, Human Rights, and the Politics of Curfew. Journal of Human Rights 5(3), 336.
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Conclusions
Looking to the future, internet shutdowns will 
continue to be a threat to freedom in India. 
In the first four months of 2021 alone, no 
fewer than 18 shutdowns were issued across 
the country. Despite large public outcries and 
advocacy campaigns, few signs indicate that 
the increased use of shutdowns will abate. 
Understanding this issue and its causes is 
therefore a critical first step in reversing 
this problematic trend. Based on qualitative 
fieldwork conducted in two Indian states, 
and quantitative data analysis of recorded 
internet shutdowns across the country, this 
report has worked to examine and explain 
internet shutdowns in India. In doing so, six 
key findings emerged.

First, understanding the decision-making 
process behind shutdowns requires looking 
beyond the official rules and procedures to 
contextualize human action (or inaction). The 
rules themselves are often not followed, and 
officials authorized to issue shutdowns are 
highly susceptible to political manipulation. 
Of note, state governments yield an especially 
significant influence over officers tasked with 
issuing shutdowns.  

Second, internet shutdowns have risen 
dramatically in recent years, particularly in 
India’s Northern and North-Eastern states. 

By contrast, shutdowns are rarely issued in 
India’s Southern states. 

Third, the official narrative that internet 
shutdowns have become increasingly targeted 
and precise is only partially supported by 
the evidence. While shutdowns have indeed 
become more geographically precise, they 
now last longer than before. 

Fourth, internet shutdowns in India are used 
to thwart protests, hide human rights abuses, 
and suppress efforts to obtain increased 
political autonomy. Yet they are not used to 
manipulate elections (at least outside of J & K). 

Fifth, communal tensions that are deliberately 
provoked serve as an important cause of 
shutdowns, which occur more often in BJP-
ruled states. Overuse of shutdowns has 
also resulted in their issuance becoming an 
accepted and commonplace response to 
social unrest.  

Finally, while the Indian authorities present 
their use of internet shutdowns as a response 
to a law-and-order problem caused by online 
fake news and misinformation, evidence 
collected for this report emphasizes the 
shutdowns’ political dimensions.

5.   

33 Understanding India’s Troubling 
Rise in Internet Shutdowns

K R I S  R U I J G R O K 



In light of the above findings and analysis, six recommendations are offered in an attempt to 
address India’s troubling rise in internet shutdowns.  

Any sustainable solution to address India’s rise in internet shutdowns must take into 
account the political context and be situated within a broader movement to obtain the 
protection of civil and political rights.

Officials tasked with issuing shutdowns should be better protected from political 
interference. As already stated by a Supreme Court Judgement in 2013,106 there should be 
a fixed minimum tenure for responsible officers. In addition, civil service boards, composed 
of senior civil servants, should manage the transfers, postings, rewards, and punishments 
of such officers.107

Prior to issuing a shutdown order, all available alternatives must be exhausted and 
documented. Authorities should not issue an internet shutdown without first (or at least 
simultaneously) making a serious effort to control a law-and-order situation on the ground. 
In addition, the use of counterspeech should be further explored as an alternative to the 
internet shutdown.    

Despite their limitations, the new internet shutdown rules should be the only procedure 
followed when issuing shutdowns. In line with Indian Supreme Court precedent,108 the new 
rules must also be overhauled to increase transparency and public oversight. All shutdown 
orders should be published, all shutdown orders must specify a time limit, and the review 
committee must review all shutdown orders within seven working days. 

The review committee for shutdown orders needs to become completely independent 
from the executive branch which is responsible for issuing the internet shutdowns. 

The review committee’s work, including their assessment of the necessity and proportionality 
of an issued internet shutdown, should be accessible for all citizens.  

Recommendations6.   

i.

ii.

iii.

v.

vi.

iv.

106 • T. S. R. Subramanian & Ors v UoI & Ors [WP(C) 82/2011][WP(C) 234/2011]. 
107 • Suresh, L. (2013). A Fixed Tenure System: Long Journey of Bureaucratic Reforms. Economic and Political Weekly (48), 16-18.
108 • Anuradha Bhasin v UoI [WP(C) 1031/2019] and Gulam Nabi Azad v UoI [WP(C) 1164/2019]. 
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